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Ubiquitous Crime in the Information Age: Understanding and
regulating Cybercrimes

David S. Wall, Ph.D., Professor of Criminal Justice and the Information Society, Centre
for Criminal Justice Studies, School of Law, University of Leeds, UK.

<d.s.wall@leeds.ac.uk>

Paper to be delivered at the International Cybercrime Seminar, Korean Institute of
Criminology and The Korean Association of Criminology, Yonsei University, Seoul,

Korea, 1st November.

Abstract

Cybercrimes are different to more conventional crimes because of their mediation by
networked computer technology. The mark of a true cybercrime is that it disappears
once networked technology is removed from the equation. Cybercrimes have evolved
generationally alongside advances in technology and are constituted by three main areas
of criminal behaviour — crimes against system integrity, using computers to commit
crimes and crimes relating to the computer content. Their informational, globalized and
networked characteristics pose many challenges for investigative and criminal justice
processes, not least their ubiquity. But the same technologies that create cybercrimes can
also be used to regulate them, which gives us a useful enforcement tool. However, it is
a tool that can also infringe core values when used bluntly, and the need to balance

personal security with privacy needs creates new legal and political challenges.

The list of new terms for crimes spawned by the internet expands each year as new
digital environments are established and then exploited by criminals. Identity thefts
(phishing), cyberterrorism, information warfare, spams, denial of service attacks, hacking,
cracking, hacktivism, e-frauds, auction fraud, click fraud, scams, hate crime,
cyber-bullying, illegal online gambling, extreme pornography, viruses worms and Trojans,

hackers and crackers are some of the new terms that are now called ‘cybercrime’. The
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term ‘cybercrime’ originally evolved from 1980s cyberpunk fiction which linked together
the concepts of cyberspace and crime and, while there are many who would still argue
that ‘cybercrime’ is just ‘computer’ or ‘electronic’ crime by another name, the term has
now entered the common language and has to be made sense of if it is to be of use as

an analytical concept that informs policy formation.

Differing views on the nature of cybercrime

A quick tour of news reports and literature reveals a range of divergent views on
cybercrime. The computer security experts, for example, tell us about potential and actual
risks to society and suggest a range of strategic and tactical solutions - often their own
products and services. The legal/ administrative community, on the other hand, define
what is, and what is not, supposed to happen by establishing and clarifying the rules
that identify boundaries of acceptable and unacceptable behaviour. The criminological
and general academic community endeavour to provide an informed analysis about what
has happened and why. These different takes on the same subject mix with science
fiction media presentations of cybercrime to feed into the popular or lay view, which

reflects what the person on the street thinks is happening.

So, concerns about cybercrime are expressed through a range of voices that do not
articulate a common understanding. In fact, just about any offence that involves a
computer seems to be regarded as a ‘cybercrime’ and there is also a broad tendency to
confuse crimes that use the Internet with those created by the Internet. None of this is
helped by confusing media reports of high cybercrime threat levels — for example,
Symantec’s April 2008 threat report estimates up to half a million cybercrimes per year
— contrasted with the low levels of prosecutions, for example, the 150 or so successful
prosecutions in the UK since the introduction of the Computer Misuse Act 1990. This

trend is also found in other jurisdictions.

Generations of cybercrime

Cybercrimes have evolved alongside the networked technologies that create cyberspace
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and bear the hallmarks of cyberspace in that they are informational, networked and
globalized. Therefore, if cybercrimes are understood to be harmful behaviours that have
been mediated or shaped by networked technology, then they can be typologized for
analytical purposes by the level of their level of mediation by those technologies. By
applying a ‘transformation test’ — simply thinking about what happens if the Internet is
removed from the activity, three generational levels of cybercrime can be identified that
each display different combinations of informational, networked and global mediation by

technology.

At the first level, cybercrimes are traditional or ordinary crimes that use computers.
Initially they were crimes that took place within discrete (usually mainframe) computing
systems — today they might also include those crimes that involve the use of computers
as a method of communication or to gather precursor information to assist in the
commission or organisation of a crime (see later). The point is that, although they can
be quite serious in their impact, they are nevertheless low end cybercrimes because the
behaviour will persist if the Internet is removed from them. Offenders will simply revert
to other forms of dishonesty or using other forms of available communication or

information sources.

At the second level are the hybrid cybercrimes, ‘traditional’ or legislated crimes for
which network technology has created entirely new global opportunities. They are
distinguished from the first level by the fact that they are committed across networks
(e.g., auction frauds). Take away the Internet and the behaviour will continue by other
means, but not on such a global scale or across such a wide span of jurisdictions and

cultures.

At the third level are the frue cybercrimes. Solely the product of the Internet, they are
high-end cybercrimes that vanish if you take away the Internet. They include
‘spamming’, ‘phishing’ (id theft) and ‘pharming’ (hijacking browsers) and variations of

online intellectual property piracy.

Because the first and second levels tend already to be the subject of existing laws and

existing law enforcement experience (though its allocation within the system may not be
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as desired), any legal problems arising therefore tend to relate more to legal procedures
than substantive law. However, as the third level of true cybercrime develops, then they
will be of their own kind (sui genmeris) often requiring new legislation, as has been the

case with spamming in the EU, US and elsewhere.

Types of cybercrime

In addition to generational levels of cybercrime are the different types of substantive
criminal behaviours that fall under the cybercrime rubric. This behaviour falls into three
basic categories that can also be linked to existing bodies of law and associated

professional experience.

Computer integrity crimes such as hacking and cracking, cyber-vandalism, spying, DDOS
(distributed denial of service) attacks, viruses etc., each assault the integrity of computer
network access mechanisms. Computer integrity crimes often pave the way for more

serious forms of offending (see ‘phishing’ below).

Crackers, for example, may use Trojans or viruses to install ‘back doors’ that are later
used (as botnets) to facilitate other crimes, possibly by spammers who have bought lists
of the infected addresses. Most jurisdictions now have legislation, such as the (UK)
Computer Misuse Act 1990 or the (US) Computer Fraud and Abuse Act 1986 (18
U.S.C. 1030) - to name two. They are internationally harmonized by the Council of
Europe's Convention on Cybercrime (ETS No. 185) to protect computer users against
unauthorised access to computer material; unauthorised access with intent to commit
further offences; and unauthorized modification of computer material. Although there has
been some debate about the effectiveness of the computer misuse legislation, it does
provide an important starting point for legal and other preventative action. It is similarly
the case with the cybercrime convention which has to date been signed and ratified by

about half of the 54 contributing states.

Computer assisted (or related) crimes, such as ‘phishing’ (identity theft), advanced fee
frauds etc, use networked computer systems (often legitimately) to engage with victims

with the intention of dishonestly acquiring cash, goods or services. Most jurisdictions
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have theft and fraud legislation and legal procedures for the recovery of lost assets,
along with intellectual property laws to protect citizens against the illicit acquisition of

the expression of ideas.

Computer content crimes relate to the illegal content of networked computer systems and
include the trade and distribution of pornographic, hate crime materials or materials that
intend to deceive. Most jurisdictions have variants of obscenity laws and laws which
prohibit incitement through hatred, although their legislative strength can vary where
Internet content is also protected by legislation that guarantees freedoms of speech and

expression.

The distinctions made here between the level of technological mediation and type of
criminal behaviour provide important analytical reference points for policy formation.
When they are cross-tabulated against each other the resulting mental map or 'matrix'
usefully demonstrates the differences between the different types of cybercrime which
can be used, for example for organisational purposes, say, in the allocation of financial

or human resources.

The Crime Matrix Comp me’.‘ Integrity Comp ute.r Assisted Computer Content Crimes
Crimes Crimes

f;‘;:isl: Ordinary Hacking within systems Fraud within systems Storing extreme pornography

Level 2: Hybrid Hacking across systems Fraud across systems Distributing e. pornography

/ hate crime/

Networked content delivery
of e. pornography / hate
crime

cybercrimes

Phishing/ DDOSA/
Spammed Viruses/ Drive
by downloads

Level 3: True
cybercrimes

Micro frauds (Long
tail crime)

The organisation of crime online

A knock-on effect of the evolutional development of cybercrimes has been a change in
their organisation, especially with regard to the second and third generational levels that
are characterised by the increasing automation of crime online. The advent of the
personal computer changed radically placed control of a whole criminal process in the
hands of one or two specialist individuals, as with, for example, the once feared act of
‘hacking’. More recently, however, with ‘plug and play’ and ‘cloud’ computing systems

there has been a dramatic reduction in the need for specialist knowledge of operating
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systems. This, when combined with the increased potential for criminal gain online, has
meant that stealth and the desire to maximise returns (the criminal business ethics) have

displaced the ethical chic and technological bravado of the ethical hacker.

This potent combination has also demanded new forms of criminal organisation that are
flat and nonhierarchical. Offenders now coldly (professionally and contractually) employ
spammers, who employ virus writers to write sophisticated software to do the spamming
and hacking for them - as, for example, with identity theft as a precursor to fraud. The
malicious software they produce is automating the process of small-impact victimisation
on a massive scale. The latest generation of cybercrime is a new world of asymmetrical
victimization in which a handful of offenders can commit a disproportionate amount of
crime. After all, with such high returns on investment and such low risk to yourself,
why commit a high-risk $50 million robbery when the technology enables you alone to

scam 50 million people for $1 each!

Cybercrimes and the criminal justice processes

Despite the existence of applicable bodies of national and international law, the unique
characteristics of cybercrimes conspire to impede the traditional investigative process.
These informational, networked and globalized low-impact multiple victimisations tend to
be individually minor, but serious in their aggregate. This quality creates de minimis
problems for localised law enforcement and criminal justice systems not geared towards
responding to such offences — the individual impacts of the offending are perceived to be
too minor to warrant investigation. Furthermore, the actual, rather than perceived, dangers
posed by cybercrime are not always immediately evident to potential or actual victims.
Either they are not individually regarded as serious, or they are genuinely not serious.
Yet, they possess a latent danger in their global aggregation or in being precursors to
more serious crimes and each of the substantive criminal behaviours highlighted earlier
illustrate this latency. Computer integrity cybercrimes, for example, often open the door
for other forms of more serious offending - identity theft from computers only becomes
serious when the information is used against the owner. Similarly, robot networks (or
botnets) of ‘zombie’ computers that have been infected by remote administration trojan

may be used to facilitate other crimes. Computer assisted cybercrimes, such as Internet
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scams perpetrated by fraudsters in collusion with spammers, tend (as stated earlier) to be
relatively minor in individual outcome, but serious by nature of their aggregate volume.
Computer content crimes, although primarily informational and not always illegal, may
nevertheless deceive or be extremely offensive or may even contribute to the incitement

of violence or prejudicial actions against others.

A further problem for criminal justice agencies are the local, national and international
political demands placed upon them to respond to cybercrime, especially the public
police, who are traditionally expected to protect society from criminals. Such demands
are regularly inflamed by the apparent disparity between the ‘cybercrime’ waves
portrayed by the news media (and cybersecurity sector) with the relatively few arrests
and prosecutions of so-called cybercriminals. One explanation for this disparity is the
fact that local police forces in most jurisdictions tend to work within tightly prescribed
budgetary parameters defined by their routine activities and therefore find it difficult to
cope with demands to investigate the crimes arising from globalised electronic networks.
However, whilst carrying some weight, such explanations do tend to ignore the (often)
substantial efforts made by policing agencies to develop capacities to combat cybercrime.
A more likely explanation is that the disparity Is caused by a shortfall between
expectations and actuality because the public police only play a very small part in the
overall policing of cyberspace. Although we are now in the twenty first century, the UK
public police and those in other jurisdictions still continue to work on principles laid
down over a century or more ago. Hence, the understandable focus of resources on
dangerous people such as paedophiles, child pornographers, fraudsters, those who threaten
the infrastructure such as terrorists, and the more serious hackers. However, this critique
is not to say that cyberspace goes unpoliced, nor is it the case that the police activity is
inefficient or ineffective. Rather the public police role has to be understood within the
broader and largely informal networked and nodal architecture of Internet policing
comprised of: Internet users and user groups; Moderators and gatekeepers of digital
environments, Network infrastructure providers, Corporate security organisations;
Non-governmental, non-police organisations; Governmental non-police organisations; Public

police organisations.

Each of these groups uses different combinations of moral, contractual (economic),
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technological or legal, sanctions to maintain order online, which raises important questions
about whether public interests are being protected by those charged with protecting the
private commercial interests. Joining up these networks is a range of initiatives designed
to make their governance function more effective. They include: international coalitions of
organisations; multi-agency, crosssectoral partnerships and coalitions and also international
coordination policies. A challenge for the future is to enable the police to work
effectively with the private sector and also temper the almost universal unreflective drift

towards the routine use of software technology to strengthen security.

Policing cybercrimes

Software technology is far more potent than law as a regulator of digital, and for that
matter physical, environments, because it not only controls their architecture, but it can
also shape any behaviour that takes place within them. When applied to cybercrimes,
this ‘digital’ realism means that the more a criminal behaviour is mediated by a new

technology, then the more it can be policed by that same technology.

However, since technological interventions raise a range of new ethical and legal issues
- for example, are they legal or ethical - then any successful interventions will have to
be set within acceptable legal, social, economic and technological frameworks. Unless
checked, the ubiquitous technological policing that arises could erode the democratic
values that currently bind many liberal societies. Yet, more optimistically, if the use of
technology to control cybercrimes were to be contained within a supportive socio-legal
context, then those same technologies could assist with the policing process. Furthermore,
the same surveillance characteristics that make network technology a powerful policing
tool could also assist the process of police reform because they could be used to
oversee police and regulatory practice as well as for creating broader organisational and

public accountability.

Of considerable current concern is that while the actions of public police officers are in
principle already framed by national legislation and are also subject of various local

codes of policing practice, many of the other partners (listed earlier) who also police the
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Internet, are not - other than within the broader confines of national laws. Furthermore,
the lack of checks and balances on the noticeable drift towards using of software
solutions to police cybercrime (largely been driven by the influence of the cybersecurity
industry) is rather worrying. Spam filters are a good example of a successful
technological solution to a cybercrime problem, but whilst no one wants spam there has
to-date been little critical discussion about the application of spam filters into the
delivery mechanisms. Consequently, there have been a number of adverse side effects.
Not only can Spam filters restrict some legitimate communications (e.g., legitimate
emails from, say, China, Korea, Japan), but they also can contravene the longstanding
(though changing) end-to-end principle of the Internet which is freedom of movement
across the network to its nodes while leaving choice and mode of receipt to the end
users. There is understandably little objection to spam filters, but since technological
solutions clearly work, then what is to stop the application of filtering software to
images or to certain words or combinations of words and filter out everything that is
deemed undesirable and against private interests. Of more practical concern are the
software techniques designed to entrap criminals, such as ‘honeypots’ and ‘honeynets’.
While they may be successful in their mission, they do generate a range of moral,
ethical and legal concerns. Not least in terms of the validity and strength of the
evidence presented to the court and allegations of entrapment — that is if this form of
policing is in fact designed to capture offenders or simply to deter offending through the
technological imposition of panoptic ‘discipline’ and its ‘chilling effect’” on behaviour.
Either way, it is something that should be debated and then, where necessary, regulated

and harmonized by international legal rules.

Conclusions: what is new about cybercrime?

Whilst some types of cybercrimes are familiar to us because they are simply old crimes
that use computers, others are entirely new. But all can be understood in terms of their
level of mediation by technology as types of crime that are set apart from the traditional
diet of the criminal justice processes. Keeping up-to-date with developments in
cybercrimes will require all involved to undertake a steep learning curve. Having said

this, in recent years a general increase in levels of base knowledge and experience about
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the impact of networked technologies on criminal behaviour is now allowing for more
effective and acceptable ways of dealing with cybercrimes. National and international
policing organisations are amassing a corpus of experience in the field, as are sections
of the private sector with a policing/ security interest. Plus, laws are continually being
revised and harmonised and in many different ways according to different jurisdictional
legislative procedures and in response to local public and political concerns raised by

national and international cybercrime debates.

Cybercrime is here to stay and it will continue to evolve in the future. As it does so it
will generate even more challenges. On the horizon, for example, is the question of how
we deal with the as yet unknown criminal opportunities (most likely complex frauds and
deceptions) that will be created by new types of ambient technologies and cloud
computing strategies. These are technologies that could eventually control most aspects of
our domestic, occupational and physical environments. However, as emphasised earlier,
we have to be very careful not to make technological short cuts in the process of
policing cybercrime. Yes, technological solutions can prevent or solve all crimes, no
matter how small and petty. But unfettered the process of reducing law to scientific
rules not only draws us further into a world of de facto strict liability to reverse the
burden of proof, but it could also end up criminalising, often unfairly, large sections of
the population. At the end of the day we need to make sure that the punishments fit
the crimes so that we can discern between those who need a warning, those who need
help, and those who need incarceration. So a delicate balance has to drawn which
respects the need to maintain order and the enforce laws, whilst also balancing the
desires of law and the procedural protections it affords with the desires of law

enforcement to catch offenders.

This paper is based upon arguments raised in Wall, D.S. (2007) Cybercrime: The

transformation of crime in the information age, Cambridge: Polity.
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Abstract

This paper highlights methods of syntactic and semantic social engineering
attacks (human-based and computer-based) that are currently prevalent in the
cyber community. It will also discuss emerging trends and, the likely future
direction cyber-crime will take with respect to social engineering. The risks of
deception in the on-line environment appear to be increasing and with the rapid
growth of internet access a large pool of people are likely to be exposed to
manipulation. The legal response to on-line forms of deception or social
engineering remains fragmented and inadequate failing to recognise the

increased potential of organized criminal activity.
Introduction

Microsoft (20072) in an extensive review of cyber security laws among 14

Asia Pacific nations?) wusing the Council of Europe bench mark Cybercrime

1) Original draft paper prepared as a technical report for the Australian Institute of Criminology
‘Futures of High Tech Crime’, ,January 2007.

2) I am grateful to Mr Jeff Bullwinkel of Microsoft’s Singapore office for providing a copy of the
report.
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Convention noted the diverse range of legislative responses. In particular the
review noted the poor compliance with model privacy laws based on OECD
guidelines with only four countries (Australia, Hong Kong, Japan and New
Zealand) achieving moderate alignment4). Anti-spam laws fared worse with only
one jurisdiction (Hong Kong) meeting the rather modest ‘opt-out’ anti spam
regime benchmark applied and four countries currently lacked any prohibitions
(India, Indonesia, Malaysia and Taiwan>). Even for core offences such as the
criminalization of unauthorized access to computers, systems, programs and data
some countries have yet to enact laws (Indonesia®)) or provide for civil remedy
(India?). Despite widespread public alarm only one jurisdiction (Australia) met
the model laws for on-line child safety and six countries were without relevant
laws (India, Indonesia, Malaysia, Philippines, Singapore and Vietnam)?3),
however the report noted that several jurisdictions had legislation pending. In
short the scope of legal countermeasures to common cybercrime offences provide
ample manoeuvre for offenders wishing to exploit cross-border legal loopholes. In
the context of our discussion of ‘social engineering’ the risks to cyber-criminals
are consequently less hazardous and individual ‘victims’ more vulnerable unless

robust precautions are taken.

3) Australia, Hong Kong, New Zealand, India, Taiwan, China, Japan, Vietnam, Malaysia, South
Korea, Philippines, Indonesia, Thailand and Singapore.

4) The Microsoft review noted, however, that China, India, Indonesia, Malaysia, South Korea,
Taiwan and Thailand are preparing data protection laws in part because of the 2005 APEC
Privacy Framework.

5) The report, however, notes that most jurisdictions are in the process of enacting or
strengthening anti-spam measures.

6) Although the Electronic Information and Transaction Bill is pending and is adjudged moderate
to weakly aligned to the CoE Convention as it focus on offences against government agencies.

7) India’s Information Technology (Amendment) Bill 2006 proposes to amend the IT Act to
criminalise many of the acts that constitute core offences under the Convention but only
where they are done “dishonestly or fraudulently.”

8) The report states: “Although most countries have enacted broad obscenity regimes that have
some application to online dealing in child pornography, only five of the fourteen jurisdictions
- Australia, Hong Kong, Japan, South Korea and Taiwan - have enacted legislation that
specifically addresses child pornography, and three of the fourteen jurisdictions - Australia,
Hong Kong and Taiwan - have enacted legislation that contains computer facilitated
childpornography offences.
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Although Asia represents about 56% of the world population only about 13.7%
of its population has access to the Internet (about 510 million users). However,
this represents over a third of the world’s current population with access to the
Internet and thus a highly significant market. Asia’s growth rate remains higher
than the rest of the world at around 337% per annum compared to 266%. North
America (71% of the population have access) Oceania/Australia (57%/75%) and

Europe (43%) have the highest levels of access per head while Africa a mere

4.7% of the population have Internet access.?)

Interest in cyber crime victimization has been recognized when for the first
time questions about Internet crimes were included in the 2004 US National
Institute of Justice household Crime-Victim Survey (US CVS). The scope is
restricted to the personal use of computers (at home, school or work), or for
operating a home business and also asks if any monetary loss occurred and if
the matter was reported to police or other agencies. Over time CVS will yield
valuable data about the cyber-crime experience of ordinary users and provide
tracking data helpful in evaluating policy responses!?®). The questions devised
for the US CVS were duplicated in the Hong Kong UNICVS.ID Results for
the 2291 HK UNICVS respondents found that 58.3% had access to computer
and 98% of these computer users had access to the Internet (n=1332). Of the
household respondents with access to a computer 67% (891) experienced at
least one form of cyber crime in the past year somewhat more than the 61%
of Dbusinesses. Nearly 12% did not have a firewall or anti-virus software
installed (4.7%) or did not know if they did (7%). Among business
respondents 8.3% reported not having a firewall or anti-virus programme and

5.4% did not know. The main types of cyber crime reported by household and

9) Thirty per cent of the estimated on line population of 1,262 million (as at November 2007)
used English, followed by Chinese (15%), Spanish (9%), Japanese (7%), German (5%), French
(56%), Korean, and Italian (about 2.6%), Portuguese (4%) and Arabic (3.7%) See for further
details http://www.Internetworldstats.com/stats.htm, accessed April 9, 2008

10) A Chinese translation was implemented in the UN ICVS conducted in China in 2006-2007.

11) Identity theft questions were added to the US CVS in July 2004. Only 6 months of data were
available for analysis.
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business respondents were obscene content and ‘malware’. About 13% of
household respondents claimed that the cybercrime event incurred monetary loss
and of these approximately 26% estimated the loss to be greater than
$HKD1,001. Among businesses the losses were significantly higher with 14.5%
reporting monetary losses and of these 40% had losses greater than $HKD1,001
and 12.5% losses exceeding $SHKD10,001.

A revised US CVS focused on problems of identity theft i but did not
specifically address the misuse of computers!?). About 3 percent of all US
households had been the victims of at least one type of identity theft during the
last six-months of 2004. Forty-eight percent of these victims had experienced an
unauthorized use of credit cards; 25 percent had other accounts, such as banking
accounts, used without permission; 15 percent experienced the misuse of personal
information and 12 percent experienced multiple types of theft at the same tim
e!3). Households headed by young people (18-24 years old), those in urban or
suburban areas and those with incomes over $75,000 were the most likely to
experience identity theft. Victimization did not differ by race or ethnicity. About
one-third of households that were identity theft victims discovered the loss by
noticing missing money or unfamiliar charges on an account, and about
one-quarter were contacted by a credit burecau. The estimated loss during the
6-month period was about $3.2 billion. About two thirds of the households said
they lost money at an average of $USD1,290 and one-quarter of all victimized
households said the misuse had not stopped!4.

Increasing government and consumer pressure is now exerted on the security of
consumer information held by private companies. At the least this involves
effective procedures to safeguard identity information and a notification
obligation of any breach. Even this latter measure may be hampered by the
fact that such information may also be held outside the jurisidiction where the

protections exist.

12) At the time of writing the authors have not been able to find any US data from the CVS
that reports survey results.

13) http://www.ojp.usdoj.gov/bjs/pub/press/it04pr.htm released on April 2 - accessed June 20, 2006.

14) http://www.ojp.usdoj.gov/bjs/pub/press/it04pr.htm released on April 2 - accessed June 20, 2006.
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What is Social Engineering?

In this context ‘social engineering’ is the term used to describe the use of
psychological tricks and the manipulation of behaviour often by means of
deception, by cyber-criminals on unsuspecting users to gain ‘access information’
in order to commit crime. Cyber-criminals are those people that we already
‘label” as hackers and conmen who use social engineering to avoid complex

technical means to access computers.

The users become the primary target associated with the cyber-criminals’
secondary target, such as the organisation’s computer system; which in turn
may lead to a tertiary or main target such as a system control program,
database, financial or telecommunication system. Cyber-criminals will try to
gain the relevant ‘access information’ enabling them to bypass security. This
can include usernames and passwords, PIN’s (personal identification numbers),
tokens and credit card information (Federal Communications Commission 2002).
Once they have gained access to the system they are then able to erase,
modify or copy the information to suit the needs of their attack (Guenther
2001).

Social engineering manipulates any individual’s innate desires (e.g. friendship,
romance, greed) by building a trustworthy relationship with the target usually
by deceiving the target about the bona fides of the relationship; and, then
exploiting that relationship to obtain the information required. Part of the
process involved in social engineering includes ID theft. In the past, this
provided a means for a hacker to reach their final goal in accessing a network
or system; today, ID theft alone, is becoming a major concern (Federal Trade
Commission, 2005; Smith, 2006).

As ICT (information communications technologies) continue to evolve, we see
an increasing use of the internet for the conduct and development of
e-commerce, particularly for secure financial transactions. Tied to this

development, we also see a parallel with an increase in the sophistication of
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ICT security utilising encryption, specialist hardware, improved application
software, tokens, firewalls and other means. The problem is that whilst
computer users are becoming more technically competent and computer-security
literate, there has not been a comparable ‘learning’ or development of
‘awareness’ of the security implications associated with social engineering. This
applies to both corporate and home environments.

Corporate identity theft (Fite B. K. 2006), the theft of an individual’s identity,
and, ‘Online Auction Crime’ (AIC 2006) can all be capitalised upon using

social engineering.

This theft of identity may become an even greater issue for ICT security in
the future, as the attributes of successive generations of the population are seen
to hold different values. For example, the ‘baby-boomers’ are now heading
towards retirement age and hold different attitides when compared-with the

current ‘x’ and ‘y’ generations of today.

‘Baby-boomers’ attributes are perceived as having a ‘belief in the government’;
‘not being very computer literate’; are ‘loyal and conservative’; ‘reliable’ and,
for the most part are ‘intuitive about the consequences of their actions’. The
‘X’ generation are seen as being ‘technically competent’; ‘somewhat lacking in
intuitive ability’; discontent; and ‘they blame the previous generation for their
current situation’. The ‘y’ generation are considered ‘highly technically
competent’; ‘lacking good role-models’; are ‘self-centred’; ‘lack consideration
for others’; and, ‘are only concerned with the present’. This perceptive erosion
of values, based on these social attributes, may impact on security in the future
through an evolution of changes in the kinds of deceptions likely to succeed
(Chantler 2006). In other words cyber-criminals will adapt to the changes in

cultural markers of ‘trust’ and ‘cool’.

Motivation for Hackers
There are a variety of motivations that exist in human behaviour for the

deceptions involved in effective social engineering:
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Technical Avoidance. Social engineering is perceived as a much easier
path to financial gain rather than become involved in trying to breach

a complex and cumbersome technical pathway.

Self-Education. Whilst it seems to be much more infrequent, there are
still those hackers who are motivated simply by the thrill of ‘gaining

knowledge’; and ‘beating the system’.

Financial Gain. Motivation for financial gain information gathering can
be triggered by many reasons: feeding a habit (an addiction); seen as

an easy way to get money; organised crime; blackmail; etc.

Revenge. Disgruntled employees use weaknesses within the ICT
frameworks to ‘get back’ at the corporate entity; or, they may even

target an individual within the organisation.

External Pressure. Blackmail, ransom, family pressure, organized
crime, moral dilemmas and extremist beliefs (orders) can be used to
apply pressure to an individual to commit a cybercrime. From a
psychological aspect, the social engineer will manipulate the target
person’s values so that they are led to believe that they are not

hurting anyone, ‘after all you are only dealing with zeroes and ones’.

Terrorist, Political and Issue Motivated Groups. These groups can be
fanatical about their cause and will try and capitalise on weaknesses
inherent in the financial and critical information infrastructure to cause

shock to a target population.

The Wannabe (‘Walter Mitty’). Often people who have psychological
issues in believing that they are someone who they are not; people
who want to be a ‘James Bond’ are only motivated to commit a

criminal act, to do ‘something daring’, to become ‘a spy’ thereby
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satisfying their own distorted psychological needs.

The Stages in a Social Engineering Attack

There is a common pattern associated with a social engineering attack (Allan,
Ant, Noakes-Fry, Kristen, Mogull, Rich 2005). Allen (2006, 5) states that ‘any
criminal act has a common pattern. Such a pattern is evident with social
engineering, and it is both recognizable and preventable.” Allen (2005, 5)
suggests that this pattern can be considered as a Cycle consisting of four

stages, similar to the steps proposed by Cateledge (2005).

There are generally four steps in a social engineering attack (Catledge 2005, 8-9):

1. Information Gathering - this involves gathering information about the
person that the social engineer is targeting, or other information about
the organisation or personnel that will convince the target individual to
divulge the required information. A variety of techniques can be used to
gather information about the targets; this information can then be used
to build a relationship with either the target or someone of influence or
important to the success of the attack. Typical information that may be
gathered could be an internal phone directory; birth dates; organisational

charts; personnel records, social activities, relationships etc.

2. Development of Relationship - developing a rapport with the target
makes it easier to obtain the information in the next step. The social
engineer will capitalise on the psychological aspect of trust. They may
feely exploit the willingness of a target in order to develop an element
of trust from them; often by presenting themselves as a more senior
member of the organisation who will share a confidence with the target

to further strengthen the element of trust.

3. Exploitation of Relationship - this refers to the manipulation of the
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target resulting in the social engineer obtaining the information e.g.
username and password; or, perform an action which they may not

normally do e.g. creating an account.

4. Execution to Achieve the Objective - having obtained the required
information, the social engineer is able to use this to access the system;

and the steps or stages are complete.

Whilst this example is a simplistic presentation of the stages, it must be
remembered that each social engineering attack is unique; and, that it is highly
likely that many phases or cycles may be involved that also incorporate

traditional attack methods e.g hacking, password cracking etc.

Psychological Triggers Behind Social Engineering

Gragg (2002) suggests that since social engineering is a social and
psychological activity, it is reasonable to try and comprehend the psychology
behind social engineering before considering the development of a defence

system against it.

To be able to do this, it is necessary to recognise the psychological ‘triggers’
that are invoked during a social engineering attack. These ‘triggers’ are
psychological principles that demonstrate a form of the power to influence,
persuade or distract people in to behaving differently. Understanding these the
sorts of  psychological triggers behind social engineering also helps to
appreciate different aspects that may be used to combat the threat and enhance

security. Gragg (2002, 6-9) makes particular mention of the following triggers.

Strong Affect - is a trigger that uses a heightened emotional state to enable a
hacker to get away with more than what would be reasonable. If the victim is
feeling a strong sense of surprise, anticipation or anger, then the victim will be

less likely to think through the arguments that are being presented. Strong
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affect is introduced when the social engineer makes some statement at the
outset of the interaction that triggers strong emotions. The strong affect
includes, but is not limited to fear, excitement or panic. This could be the
promise of a substantial prize worth hundreds or thousands of dollars, or the
panic of having an employee’s job dependent on one decision. This surge of
strong emotions works as a powerful distraction and interferes with the victim’s
ability to evaluate, think logically or develop a counter-factual argument based
on tangible facts (Rusch, 1999 p. 4). Counter-factual thinking is a phenomenon
that is related directly to producing a strong affect. Landman et al. (2000 p.
299) explains how counter-factual thinking relies on the possibilities of
anticipation and thrill that will short-circuit a person’s reasonable thinking
process. A typical example is to have been selected as ‘one of a few to win a
fabulous prize’. The person ignores the fact that the likelihood of winning is
actually very remote, but gets distracted by their own thoughts, often leading
themselves to risk giving away information or access details for the possibility
of a prize. It is as if the person is ‘under a spell’; or, placed into a different
sense of reality which has been brought on by the sudden surprise and

excitement, with a rush of other emotions.

Ovedoading - is a condition that is achieved by presenting mistaken premises
that are unchallenged when they are heard rapidly; this is because they are
presented interlaced with convincing truisms. This is a psychological trigger of
overloading. Having to deal with a lot of information quickly affects logical
functioning and can produce a ‘sensory overload.” With too much information
to process, people become ‘mentally passive - they absorb information rather
than evaluate it’ (Burtner, 1991 p. 2). Arguing from an unexpected perspective
can also trigger overloading. The target needs time to process the new
perspective but that time is not available. This leaves the target with too much
information and not enough time to think it through, reducing the target’s
ability to process or scrutinize the argument. The target is then more willing to
accept arguments that should have been challenged (Petty, et al. 2001 p. 2).

Reciprocation - is a psychological trigger that is often used to induce desirable
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behaviour. It is based on the premise that in social interactions if someone
gives us something or promises us something, we should return the favour.
This is often the case even when the original gift was not requested or even if
what is requested in return is far more valuable than what was originally

given. This truth is known as reciprocation (Rusch, 1999 p. 6).

The hacker, Kevin Mitnick, suggests that “In the corporate environment, people
are unlikely to evaluate a request thoroughly, so they take a mental shortcut”.
The reasoning that follows is that if someone calls and is helping with a
problem, then that person is ‘one of us’ and is no threat (Farber, 2002 p. 1). It
is this ‘reverse’ social engineering that makes use of the reciprocation trigger.
The hacker presents as a helper who is ready, willing and able to fix the
target’s problems. Even before the problem is resolved, the target feels indebted
to the hacker. This is an ideal situation for the hacker (Nelson, 2001 p. 3).

Another way that reciprocation can be wused in social engineering is
demonstrated by behavioural experiments. These experiments show that when
two people are in disagreement, if one will yield on some point - no matter
how small - the other will feel compelled to yield as well. For a hacker this
is fairly easy. He or she needs only to make more than one request, then yield
on one of these request and then the target will feel pressure to yield on the
other (Cialdini, et al 1992 p. 38). Reciprocation is often seen and indeed
encouraged in many corporate cultures. It is an unwritten ‘bartering system’
that is considered invaluable if one wants to be successful. One employee will
help out another with the expectation that, eventually, the favour will be

returned.

Deceptive Relationships - are built in order to exploit the other person. One
way to do this is sharing information, a belief, or a perception and discussing
it as a common enemy. Mitnick (Farber, 2002 p.l1) describes when he was
conning an employee who had already become suspicious of him in a different

context. This time Mitnick was establishing a relationship with the employee
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through email as an alias, by sharing information and technology without
asking for anything in return. He also helped strengthen the relationship by
talking negatively about “Kevin Mitnick” whom the employee did not realize
was authoring the emails. After the relationship was established, Kevin was
able to obtain all kinds of information about the target’s system. Another way
one can build a quick relationship is by appearing to the target as if they are
both very much alike. The idea is for the victim to feel like he and the caller
think alike, have the same interests or want the same things out of life.
Believing that someone has characteristics identical or similar to our own
provides a strong incentive to deal with that person favorably even to the
extent of trusting that person without a legitimate basis - such as evidence of

benign or positive conduct (Rusch, 1999 p. 6).

Diffusion of Responsibility - Diffusion of responsibility is when the target is
made to feel that they will not be held solely responsible for his or her
actions. Ironically, this trigger can work very well with the use of moral duty
as a motivation for the persuasion. Moral duty is actioned when the target
feels like they are doing something to save a co-worker, to help the
organisation, or, at least, to avoid feeling guilt (Nelson, 2001 p. 4). The target
is made to feel that they are making major decisions that will have a crucial
impact for the success or failure of the company, or of the “employee” who
is calling, implying that the caller may lose their job based on their decision.
This can often be a very difficult decision for people to make and the target
will comply more easily if they believe that they will not be held responsible
for what happens.

Authority - the majority of people are conditioned to respond to authority.
Rusch (1999, p6) suggests that people will do a great deal for someone they
think is in authority. Consider the impact that a bogus director CEO may have
on an employee who has not been prepared. This trigger is made even more
powerful by the reality that it is considered a risk to challenge the caller to

even verify the legitimacy of the authority. Such fear leaves this trigger wide
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open for exploitation by anyone willing to represent him or herself as an

authoritarian figure.

Integrity and Consistency - People tend to follow through commitments in the
workplace, even though those commitments may appear to be unsound in the
first place. For some it is a matter of integrity to “do what you say you are
going to do”, even if you are suspicious that the request may not have been
‘quite legitimate’. Often this inclination is so strong that staff will even carry
out their commitments so long as they can justify it to themselves in some
way so that they believe the requests were genuinely made by their fellow
employees. Another feature of the ‘Integrity and Consistency’ trigger is that
people tend to believe that others express their true feelings when they make a
statement. Unless there is strong evidence to the opposite, people will believe
that the person with whom they are talking is telling the truth about what they
feel or need. The tendency to believe others is based primarily on their own

honesty in expressing feelings (Rusch, 1999 p. 7).

Common Traits
Whatever the motivation or technique used, there are certain common traits that
usually entice the target to comply with the request(s). Allen (2005) suggests

that these traits include:

e The movement of responsibility away from the target, so that the target is
not considered solely responsible for his/her actions.

o The perception by the target that, by conforming with the request, the
target will get on the 'right side' of somebody who could award them future
benefits, more commonly known as "getting in with the boss".

e The target's instinct to act morally in helping someone out, thus avoiding
the feeling of guilt.

e Communication on a personal level, resulting in the target voluntarily
complying with the request without realizing the pressure being applied.

e The target believes he/she is making a reasoned decision in exchange for a
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small loss of time and energy.

The likelihood of the target's compliance is further increased if:

e The aggressor is able to avoid conflict by using a consultative approach
rather than an aggressive approach - charm vs bullying.

e The aggressor is able to develop and build a relationship through previous
dealings. The target will probably comply with a large request having
previously complied with smaller one.

e The aggressor is able to appeal to the target's senses, such as sight and
sound. By appealing to such senses, the aggressor will be able build a better
relationship with the target by appearing 'human' rather than just a voice or
email message.

e The aggressor has a quick mind and is able to compromise.

Methods of Social Engineering

Social engineering is categorised into two types: Syntactic and Semantic and we

briefly outline the difference below.

SYNTACTIC

Syntactic social engineering has often been referred to as the ‘second wave’ of
network attacks. This is because it relates to the network’s operating logic and
vulnerabilities such as loop-holes in software, denial-of-service and difficulties
with cryptographic algorithms (Schneier 2001). A syntactic social engineering
attack is possible due to intrinsic security failings (Barrett 1997, 43). Two

popular forms of syntactic attacks include the use of malware and smurfing.

Malware - refers to the group of malicious software code which is responsible
for the distribution of viruses (malicious code that is downloaded onto a
computer system through the use of attachments or programs, when activated

by another user), worms (malicious code that once infected on a computer
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requires no human assistance to replicate and transmit itself to other systems)
and trojan horses (responsible for creating backdoors in the infected computer

system which can later be used by the hacker to access personal information).

Smurfing - a Denial of Service attack which uses ‘pings’ to test an internet
host’s response. This can result in a flooding of the network therefore denying

access to legitimate activity. (AIC 2005, 1)

SEMANTIC

Semantic social engineering (or HUMINT, Human Intelligence) is considered to
be the third and coming-wave of network attacks. It is used to target the
security flaws in the people operating the computer rather than the machine
itself and can be done using human-based or computer-based methods (Schneier
2001). As such, semantic social engineering attacks are also possible due to
extrinsic security failures (security measures that have been implemented
ineffectively) and low awareness of non-technical forms of intrusion and data
gathering (Barrett 1997, 43). The social engineer may adopt different methods

of manipulation accordingly.

Direct approach. A targeted individual may be asked to complete the task on
behalf of the social engineer, such as making a phone call someone inside the

organization asking for their password and username.

1. Important User by pretending to be a senior manager with an important
deadline. The social engineer could pressure the help desk operates into
disclosing useful information such as: telephone numbers to remote access
server, type of remote access software that's used and how to configure it
and what is needed to log in to the server.

2. Helpless User. Social engineer pretends to be somebody who is helpless,
who will capitalize on somebody's helpfulness such as secretary that takes
pity on them.

3. Technical Support Personnel by pretending to be technical support team
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member social engineer could extract useful information from an
unsuspecting user. Perhaps by pretending to be system engineer needing the
users password to be able to ‘fix something’.

4. Reverse Social Engineer this technique is when the legitimate user is enticed
to ask the social engineer questions to obtain information. This reverse
engineering attack involves three parts:

sabotage in order to gain access our social engineer ‘corrupts’ the
workstation so it appears to be faulty or corrupted. The user of the
system discovers the problem and tries to seek help (and the social
engineer positions themselves to help).

marketing in order to make sure the user calls the social engineer. The
social engineer must advertise, he a can do this by leaving his business
cards around target's office or by placing his content number on the
error message itself.

support finally, social engineer assist resolving the problem, making sure
that the user remains completely unaware and unsuspicious whilst he

obtains the required information (Allen 2006).

Methods
The following is a list of some of the more common methods of human

based and computer based semantic social engineering methods:

Phone - a social engineer/hacker calls up the target and presents themselves as
a person of authority and uses techniques to extract the required information
(Granger 2001)

Eavesdropping - a social engineer may place themselves at a known ‘haunt’ for
employees of a particular company, to be able to overhear ‘work chat’ over
lunch.

Live - individuals gain access to the building of the targeted computer system
in order to obtain information that may later be used to access the system.
Dumpster Diving and Shoulder Surfing often form a part of this technique
(Guenther 2001).
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Dumpster Diving - this refers to individuals sorting through a company’s trash
in an attempt to retrieve helpful documents i.e. employee records, organisational
charts that may assist a social engineering attack (Granger 2001). Dumpster
diving may also provide old computer equipment for ‘forensic analysis’ such as
old hard drives, CDs, memory sticks etc.

Shoulder Surfing - literally looking over one’s shoulder to see what password
an employee is typing into the computer

Bogus Surveys - surveys that are left in the mail (usually advertising a cash
prize) asking subtle questions that causes the individual to unknowingly divulge
personal information that may later be used by the hacker (FCC 2002)

Pop-up Windows - false windows notifying the individual that their internet
connection has dropped out and are required to re-enter their user details
(username and password). This information is then redirected to the hacker
(Guenther 2001)

Spyware - used to record credit card information, usernames, passwords and
other forms of personal information (usually through the use of a keylogger)
Phishing - hackers distribute emails presenting themselves to be from a
legitimate organisation (e.g Bank). A URL is supplied (directing them to a
spoof website) and the target is informed that they are required to confirm
their personal information (such as username and password). This can later be
used to illegally access that person’s account (AIC 2005, 09) A phishing
expedition, like the fishing expedition it's named for, is a speculative venture:
the phisher puts the Iure hoping to fool at least a few of the prey that
encounter the bait. Web sites that are frequently spoofed by phishers include
PayPal, eBay, MSN, Yahoo, BestBuy, and America Online. Banks have also
become regular targets. Phishers use a number of different social engineering
and e-mail spoofing ploys to try to trick their victims. In one fairly typical
case before the Federal Trade Commission (FTC), a-17-year old male sent out
messages purporting to be from America Online that said there had been a
billing problem with recipients' AOL accounts. The perpetrator's e-mail used
AOL logos and contained legitimate links. If recipients clicked on the "AOL
Billing Center" link, however, they were taken to a spoofed AOL Web page
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that asked for personal information, including credit card number, personal
identification numbers (PINs), social security numbers, banking numbers, and
passwords. This information was used for identity theft.15)

Vishing - the phone version of phishing

Pharming - similar to phishing in the sense that while the user believes they
are entering their personal details (username, password) into a legitimate site,
they are actually using a spoofed or mimicked site which emails the user’s
details to the hacker for future use. Pharming however interferes with the
conversion from URL to IP address by poisoning the DNS server. Therefore
when an individual types in the URL of a site they are redirected to a spoof
site. (De La Cuarda 2005)

Defence against Social Engineering

Most people do not realize just how much information they reveal about
themselves, or the organisations that they work for, in the course of their daily
discussions. Security awareness programs should include the consequences of
‘loose talk’. Gragg (2002) proposes a multi-layered defence against social
engineering based on a conventional approach to determine what the
vulnerabilities and threats are and then defend against those risks. He suggests
that ‘the defence must have several layers of protection so that even if a
hacker were able to penetrate one level, there would be other levels at which
he or she would be stopped.” Regardless whether these are considered as layers
or levels adequate awareness of the risks of social manipulation must be a

basic line of defence.

Security Policy to Address Social Engineering

The foundation of information security is its policy. The security policy sets
the standards and levels of security that can be applied to any network, system
or environment. As social engineering targets people who need to know how to

respond to requests. Any established policy must support end users to feel as

15) http://whatis.techtarget.com/definition/0,,sid9_gci916037,00.html
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if they have no choice but to resist the hacker’s requests. They should not be
in a position where they have to question whether or not certain information
can be given out. It should be well-defined beforehand by those who construct
the security policy for the organisation. A security policy should address the
conventional components in ICT: information access controls; setting-up
accounts; access approvals; and, password changes. It should also deal with
classification of documents and other media, locks, ID’s, shredding policy, and
the escorting of visitors; and, above all, it must be enforced (Granger, 2002a,
p. 2) A Security Policy that addresses social engineering helps staff defend
against the psychological triggers presented above. Policies also have a
‘balancing effect’” on the authority that a person may assume when they
address a call on the phone. A policy defines the responsibility for information
or access that when and if given out, so that there is no question as to the

employee’s own risk when giving away privileged information or access.

Security Awareness Training for all users

A good social engineer will first try to set up a trusted relationship. All staff
must know what kind of information a social engineer can use and the kinds
of conversations that could be suspicious. They should recognize confidential
information and their responsibility to protect it. They also need to know that
when they refuse requests they have the backing of management; this is
especially important on the occasions where refusals may offend. Staff should
be aware of the basic indicators present in a social engineering attack. Some
of these include a refusal by the caller to give contact information, rushing,
name-dropping, intimidation, misspellings, odd questions, and requesting
confidential information. Employees must be willing to question the inquirer
and withhold information when their challenges are met with inappropriate
responses (Granger, 2002a “Combat Strategies”, p.3). Security awareness
training should follow the security policies, but there are some key points that

all users should be aware of in social engineering:

1. Determine Value - Most people undervalue their data and access before
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being hacked or having hardware fail. They need to consider what they
would do if they suddenly had no access to their computer.

2. Friends and Enemies - Friends that are made through familiarity over the
phone or who, for any reason, are asking questions concerning privileged
information may be enemies and not friends at all. Social engineers make
friends with their victims long before they request anything. All users should
be aware that just because someone seems to be a friend does not mean
that they can be trusted with privileged data or access.

3. Passwords - Some hackers will never ask for a password. However, others
will come up with very convincing reasons using social manipulations as to
why an employee should give their password to a complete stranger. People
without security awareness often give their password away without much
thought, especially when conned into providing information for a ‘survey’,
entering into a site where they provide their password to be entered into the
draw for a luxury cruise, or some other seemingly valid reason. Users will
often use the same password on different systems, so a hacker that may
also have obtained the victim’s domain access may also gain information
through other sources such as Instant Messenger and chat rooms.

4. Uniforms and Badges - It is easy to make fake badges and get uniforms
to pretend that an intruder has a legitimate reason to be on site.

5. Key Personnel Resistance Key personnel include IT help desk personnel,
customer service, business assistants, secretaries and receptionists and system
administrators and engineers. Good resistance training will help prevent
employees from being persuaded to give information that the hacker might
need. Several resistance training techniques can be used from the field of
social psychology to help adequately prepare employees to resist the

persuasion techniques of a social engineer.

Innoculation - employees are given weakened arguments that will be used by
the social engineer. It works on the same principle as preventing the spread of
a disease by giving an innoculation. Employees would be exposed to the

arguments that a social engineer might use along with strong refutation
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argument that could be used by the employee. Studies indicate that this is an
effective and long-lasting resistance technique. The concern is that the trainer
must be able to anticipate the all the arguments of the social engineer (Sagarin
2002; Cialdini 1992; Serna; 2002:527).

Forewaming - relates to the content of an incoming message and the
persuasive intent of an incoming message. Forewarning of the content of a
message causes greater resistance to a social engineering attack than the
forewarning of persuasive intent. The practical aspect of this training is to
warn that not only will the social engineer attempt to persuade the target, but
more importantly, that the arguments they use will be manipulative, deceptive,
and insincere. Staff must be told that the hacker’s intent is criminal and that
they are intent on stealing from them. This ‘black and white’ definition of
terminology is necessary if forewarning is to be effective (Sagarin et al; 2002,
527).

Reality check - It is important to let staff realize that they are vulnerable.
Often people tend to be unrealistic about their own vulnerability believing that
nobody could ever fool them. This perception leads many of them to ignore
legitimate risks and fail to take measures to address those risks. However, once
they have this aspect demonstrated to them, that they are wvulnerable, the

training outcome is much more effective (Sagarin et al; 2002, 536).

There are three stages of perceived susceptibility to risk:
1. Awareness
: knowing a risk exists;
2. General Vulnerability
. a belief in the likelihood of the risk for others; and
3. Personal Vulnerability

. acknowledgement of one’s own personal susceptibility.

Security awareness and resistance training has limited value if it is limited to

only awareness (Sagarin et al; 2002, 540).



86 2008'd F7 <=3l9] AHRA

Memory Jogging - one exposure to security awareness training in social
engineering will only be effective for a short period. Regular memory joggers
or reminders are necessary to keep people aware of the dangers that may be
approaching. This can be done through the use of regular reports of incidents
and even no incidents; perhaps as an adjunct to a weekly business report, or a

regular dedicated security newsletter.

Social Engineering Traps - are set up in the system to actually expose and
stop an attack. A trap will alert the potential victim and security that an attack
is in progress. Indeed from time time simulated attacks help prepare staff for
common social engineering manipulations. Gragg (2005) presents several

suggestions for trapping the social engineer as follows:

The Justified Know-it-all - A bold social engineer will not hesitate to walk
right into an organisation and start exploring. It is imperative that all personnel
be briefed on the security risks of the physical presence of a social engineer;
and, they should have the power to do something quickly to deal with this
un-escorted visitor. This trap is useful even if badges are used, as hackers will
often make a fake badge and not expect to be confronted. In large
organisations a nominated staff member can be assigned to act as a the
‘designated sheep dog’ to ‘round-up’ intruders found wandering on their floor.
Centralized Security Logs - must be monitored by information security
personnel to prevent an effective attack. These are not just the access logs
onto a network or system; they also include Help Desk and Customer Service
requests. In fact, there should be a communications channel where a record is
kept each time staff are asked to provide sensitive information; or if they are
suspicious. For the central log to be an effective the log must be examined on
a regular basis.

Phone-Back Policy - a simple procedure that seems to be often forgotten,
makes an effective trap to block the approach from a social engineer in having

a password reset. Calling back must be supported by a persons ID with
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secondary and even tertiary confirmation information, only known by the

company and the true identity. Again an entry in the security log should also

be generated. (Farber; 2001, 1) Three other enhancements can be used to

enhance the phone-back policy, or used in ‘stand-alone’ mode:

The Three Questions - provides a list of questions and answers that the
Help Desk personnel can use to verify identity. These questions would
have been arranged earlier with the employee. The questions should be
obvious for the employee but not for others.

Call Hold - any suspicious call or any call asking for a password reset
or privileged information should be put on hold. People are more easily
persuaded to do something questionable when there is pressure, surprise,
or overloading. The key is to take a minute and process the information
that is being given, to determine if it is legitimate, needs further
verification or should be denied.

Bogus Questions - are questions that imply false information and give
the caller a chance to correct or build upon the false information. An
example of this type of question would be to ask ‘How is your new
car?’ If the caller says, ‘I don’t have a new car’ then the caller has
passed a single test. At this point the employee would apologize and
explain that they must be mistaken. However, if the caller starts talking
about the new car, or lets the target talk about the new car, then the
hacker has been hooked. The person receiving the call target should

immediately notify security.

Incident Response - is critical so that the security network is not just waiting

for the social engineer to find someone in the organisation that does not know

or care about security. A well-defined process must exist so that any employee

can immediately report an incident as soon as they suspect something is

wrong. This process should actively follow the hacker and proactively inform

other potential victims.

Current Trends
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There has been a reported massive increase in the use of bot-nets (zombies)
within the last year. Symantec reported that on average in excess of 10,000
bots were discovered every day in the first six months of 2005. This figure is
double the number identified during the same period in 2004. The use of
phishing as a form of social engineering (1.04 billion detected incidences) has
also been reported to have nearly doubled from the first half of 2004 to the
first half of 2005 (CCRC 2006). However between  2005-2006 the number of
reported phishing incidences has remained relatively the same. This may be due
to computer user’s increased awareness of cyber crime and also the

development of the new technique called pharming (CCRC 2006).

Vishing (the phone version of phishing) may also replace some phishing
activity. Vishing is used to extract essential credit card information (e.g.
account number, expiry date, security code) by informing the target that there
has been fraudulent activity on their credit account and instructing them to call
a “help line” where they are further instructed to enter their details for
confirmation (CCRC 2006). These data seem to support the view that there has
been a shift from nuisance hacker assaults, to profit-motivated attacks (CCRC
2006). Attacks are becoming smaller with a more focused objective. Keyloggers
(programs designed to capture a computer user’s keystrokes) are also becoming
a more prevalent form of spyware with a 3 percent increase during the period
of 2004-2005 (12%-15%) (CCRC 2006).

Future Trends

The use of bots is expected to increase in the near future (CCRC 2006). The
community of Bot computers are expected to become involved in “more
sophisticated, targeted attacks” (CCRC 2006). This reflects a general trend
toward more focused attacks in all areas of hacker assaults. While syntactic
attacks such as worms and viruses were previously spread to cause disruption
and inconvenience, the use semantic social engineering methods such as bots

and pharming are used to steal personal information that may be used to
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access bank accounts. Therefore organised crime is expected to utilise this form
of criminal activity and take a more active role in future high tech crime.
Furthermore, there is expected to be a target shift from desktop computers to
smart devices i.e. cellular phones, Blackberry’s and other such internet linked
organisers, due to user’s inclination to store confidential information such as
bank pins on such devices. These are expected to become the next prime

target for largely semantic attacks.

The introduction of commercial appliances being linked to the internet (e.g.
vending machines, gas pumps, ATM’s) and the increased usage of mobiles to
pay for such products suggests that this will be the target area of virus’s in
the future (CCRC 2006). Other non-PC devices will also be targeted. This
includes routers, switches and backup devices (CCRC 2006). Furthermore,
real-time programs such as IM (Instant Messaging) are likely to be increasingly
targeted in the near future with a 1,700% year over year increase (CCRC
2006). There appears to be a trend towards a greater emphasis on the
development of semantic’human intelligence methods rather than the previously
used syntactic measures. This is due to semantic methods placing value on
particular information (i.e credit card information) rather than the use of
syntactic methods to release viruses and denial-of-service attacks. Human based
social engineering is able to obtain information in many cases that
technological methods are unable to. This further illustrates the changing trend

towards profit-motivated attacks.
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