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sfe} Jroleks 7digh 3501 3ol stk SRR E3sHAI= AlAIekE *@9} g
B3k Aol Helek 718le SAQl Aiks i Vol e S22 ek A
A, Tela 2% ZS7PARE] 1 4 gl o Eﬂ -
Al ebnol o1Ee WAAYAY siute] s hniE ok AL o
ok 3] A2 Qhie HES TGdsHAE o E WA ou|= & o 25
o thefet 22 W=7t PSS FHelEaL &
Atk ol 7hed ole® ST HiEEEel 7 8% dEAPeR A=
T om o] Hpoll= FelFe| HiZ2lE, 1S " S, Aol Eﬂﬁiﬂlﬁ
7H=ES SEHEeE 59 4% HEEs H8s LEa oA, ok
e, auelol 5 2% BAK|ele] =z (Insurgents), SLE(Tribes), 12]31
GE(Clans)5-9] vl=7F S, T2l 2455 A s siadee o
et W=7 Belgeso] AASlE R JusiE FAxlele] g dideln ot
(Shultz & Dew, 2009).
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g UEe; fropr @ dEstaat she Al Aloltk 52 AR7F AdiE}l
FEAF IR Alo] ¥ oY FUH oA 52 AAstaL ok A & 2l
A ARE UE-2iAlo} A4LS]ofo 20021 o] F Aoz 2ot HiEE H=H|H|
Z7F AATE AR of2fRh q149) ek AR Hojg= ARIY Flof
P52 AR 7Y =7REe] AEAQ AR RS
o Aol ot e3]8 drlse] iEuy] 7719 el E2F=7Re
=ik =S H/%H =W vpefAiet EkEo] dHfskal dAAQl S5 oF
H 9Folgl= A}Noﬂ & o] 5kar ¢l= A ZrlFewer dragons, more snakes,
2010).
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2 ez A v Y9-S0l B Aolek AHHTKToffler & Toffler,
1993). 31H m|=9] Aot W K2k HE7}<Q] Bruce Berkowitz(2003)= 254
AYe o] AT Adow thE Ao wmslglon o] WAL AmAel
LAV BAL B3 ofeavt ofUel 54 BB H29 e Agle] 4
A4, Aek BAe Jrjeksie wrt sk v obAe AAow Hskct
kel 31, Reed(2008)9] A= Hr} 2¥F oz o549 AREAHS S
Al AR oleh= ME2E 7iids ARgste] ZoJskal Itk Reed o] SAc <) 7
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dHoz gets| e Z1of wEd SAH A 71 AEAQ ARl g9t
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Al eete] dojubs HEA eIt webd e5de] HiERled 2= EY
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SAH Aozt FoE 4 Qe LuEe] EAES AN ME ] s
= 7HPARIAL o= wHte] WehH =7RbRel 2|QH-E1te] AEAQ AAE o o]
& FESHA ¢ e ks AR Skl Stk AR AlAISke) R =79
A, 1Ejal wE, -S4 W AR A 9 S8e] 5 T1Eal AlelH
Ao} el AEARL Qule) =749 Adadds siAAZIAL Jlok HIF-e] Zjolet
w8kt Ful| Aol T12fal A R, IF Bl GX[A AE e Apolof| whE AR
S Aee VIEY 2R T 01 T Al e Qe Sl JHe 2
Ee ot RS0l Mgtk dAol Yehdal eiReed, 2008).
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Hl} elaSe] Moy Eue] WX F3he shte] At ohe gido] B3
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YEYAMEE o5 A2e Shre] $HE olsfshs Z19solth ulat} w9
5o WA ojujo] YRA T PAHS 41H WA g 2ol
ep7|Rrks ol thert FolxSo] Hom Hao) ofs) Agkd shte] YES
Hofek. Z1E]al o]t HER A 2 Fel= ad-hoco 2 Tuju) Fgof whet
1 ARTRI AR en WEdTh YEYIANL] AFEAAAL 7 2 Y
EfTIN FEEe Ho o 2A Ak 7l wet A% =il Aok ol=gt
HEYS Fejo] 223F2e 2599 4, 4RI, 75 9 #4859
AREAHoR ofefEal glom E3] ol&d U9 HHYwS o1l 2l 24
Eo] AFEA o2 wolSojz| 1 ¢JtHSageman, 2004).

MZL- EAHS FAZE HEHA Fejz At AX™ o]E5o] Feshe A=
+ UELAY A HETZAANA ] FFHeolets UIEAFHSY dAem
19k0er Z12]ar o] YEYAHAS] AYS esd olgH ST Algo] =
Skl Q= AlAIA 9] El2fsAEoelth ofn] 1996 mj=o] At QhE
think-tank @] RAND-= “The Advent of Net War"gl= H 11 xo]A YELZAA
glo] otwmjgjriele x)zgom(Arquilla & Ronfeldt, 1996), oA olZat
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7H " YEYIE ojgA olsfat #1712 (What is your enemy?)
) = YEYI gt viERe dgkA ek FSI7E? (How to

destroy your enemy?)

2. ot

o] QI AR BRc e o3t metaiAe] e ALgLk $4 Hle)
HEgse B o) olg] 47 Mu W ANEL FHOR Fstgon ol
295 HejeE Aol

~
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Conflict & Terrorism”o] A =F= 7189 Z9] JEYIAE BEASH =R
S Adste] I A4 AYES ARk E3t of7]of BlEo] ml=] Ak ot

7)%] RAND-40] a9} Bl2jel Hoke] A9 IR Q= Marc
Sageman(2004)¥} Bruce Berkowitz(2003), 18]z Miller, Stone, 1&]il
Mitchell(2002) 2] #A] 2 John P. Williams(2009)2}2] Qg H Y-8 =2] H7)9
zAxER HE.
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& 4eks] olsishs ol SAEjofo Ttk
1. YE=9| Jidnt £2

YESISE ofw WA L WL} T B9 EE ARSI} A= <
AAY BAS Wi 97 El AT Fioltn & 4 Ak Aot
o] PR} = PHYE node T vertex(ES=Z vertices)2hal 21 o] node
F+= vertex 2] TF2 node = vertex2}o] WA edge T+ degreezlal HE
HE od 3 HEYIE olF= 24T node= 37109 dhte] HES|H= 37
o)A} n7]|9] nodeEZ FAE T ESF o] nodeEL thE node E= node53} A=
1 T 1 o)) n7)9] edge = degree® AZE AL TAS WowA YES A
off HofstA Het ghd, YEHTAA AefFor B edgesa 7M1l QLo
9] tE node53} BAE Wil U= 2J2<] nodeE hubolgfal F20 o] hub
= T A9 edgerfjZo]l WA HIEYAAONA THE nodes Hr} o|efzom F
FFEe A HEHTN AR = Atk ol o] hubo] W2 BAIF] AUA|=
wEe] WA Aste] dlelHew 2 el YETAIA WA 4= 9l
7] wFo|tiNewman, Barabasi, & Watts, 2006; Wasserman & Faust, 1994).
HEHZY FFols FafI(Random) | EQ=2} Scale-freed| E¢|T50] Rl
t}2o] 119 1. 2 o] = £50] YEYIAL oBA AR th2A o]FoA Y= A&
wojzry ofge] g4 Faehul Z17e) nodeE Uehin o] Feln|E o
Aok AAE edge Jugic). el Fash] sl SMoE ARE PR

Y EQFA oA 2] hubg vtelditiBarabasi, 2003; Bollobas, 2001).



208 « APSHAT H22A Mi1S(SH He55, 2011 - &)

(O 1) UEH3S 25

(a) Random network (b) Scale-free network

(&R : Barabasi, 2003; Bollobas, 2001)

Randomy|E¢]3 = Random Graphzlr®= Egjm ¢jo] IgoA HXE nodes
7k} ofE F2k¢|(random) FEp ol sl W0l A= IEZE WRITh upEhA
Z}7}9] node7} edge S F3fl o] HERA 4E o of® SAt eS W] ¢
o 13X Alof|A FAF| 9] FHEE E(probability distribution)E UEPHATE o] off
ol Ao 2N B YEYAL] mefo] ofE ST Hgot sjES A &
A=t Porekar, 2002).

3, Scale-freed[ E9J519] A9 power lawe] Wo] wrel FAE7| HEo|
power lawi3ze}tnE Ect o] power lawH 22 4] E3Z(degree distribution)
7} power lawg T2 YEQLE ofujshot] ol B9 go] 2k e
T e TS g 71 noded] 4 e w vz BAle) gho] WA
5= e e A HE TP noded] 4= 271 HE ebgres W
27} YRR A4S olulait. olelst BRI/l BHEE AL 27k noder} o)
£ nodesh QAL AL F WEYIe] Holsh] 2 u) At o o2
(preferential attachment)@] #|A|(mechanism)z2 Y|EQ|37} wH5o]x]7] wjFEo|ch
uhebA] o2fek HIEHAY Ff-olle 19 TN Bk HEYIGA Hep AE

= nodeo]] T B2 4=2] tE node53e| WAZF FAdEo] 47 sfeS UERY
© Aoz YESLAT} o]RofA= HYS vehdith webA] of2fet AR &
ole %2 A @2 7H nodedl hubo] F/d%|A Fri(Barabasi, 2003).
of i 7ol M2 tE HESHZY e 7kt o] Aol HHEYZTF
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Scale-freeH| EQ|T 2] He|2 o] F oA thal 7}AsH7] wfj&o] o] scale-free U E
3ol el v AolM Hep AASHA =efstazt gtk

2. Scale-freed|EQ|3

Scale-freeV| EQ]=  YIEYIolA] st node’t T2 nodeEdt k
connection(edge B= degree)5-2 714 node5-9] fraction P(k)+= ko] gro] Z7}s}
1 Thgo] Ao 77HIXA] Hrks 928 w2ckBarabasi, 2003).

P(k) ~ k7

9] AolA T& w2 HeE Blojurl= ShAINE dubdoz Hejrp 2<T<3¢]
W= 7= AdEeolnh Scale-free || EQ| == o] iRt 28H4] A4S wh=r] o]
nodeo] TAZHF 54 TAZE kS 712 nodeo] 2oke] TAZ Leh T1e)s}
power lawE3EE HolFm tf2al Zho] 18X A| EltKBarabasi, 2003).

(2! 2. Power Law Distribution

Power Law Distribution

Very many nodes
. = . with only a few links

A few hubs with
large number of links

Number of nodes with k links

L | a ) R PR,

Number of links (k)

(&% : Barabasi, 2003)
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Yo 27 204 Kol scale-free | E¢]Fo M= 22 A g k(edge, degree,
ELE link)E 7FA th49] node T= vertex@} & A 712 7FA A49] nodez
ofolA]n] ole] TA= ko] Z7FEH4E noded] 42 9] 12e] ¢ B TA
o e} PR 7Phe Felz 328 gastrl 9% B8-S AU s gkt
o P2 A&HHom dashks #EE YERA "ok o] uf diAlz o] £V
AUHA 71 2717F kAl fashe @Yol = HEYIolA ApEdez 2
e WAsk hubSo] wastA Hck

a7} QIABlTL QA EaAIRE ALAAF o] Scale-freed| E9)7 Sajo] ol
=]

Ryghol| 4] EabA WA= theo] 19 3.2 n|te] g AR FZEjY FEA}
_]

o

[e]

1] 12 scale-free Y| EQ|70] 125 u]=
o S BAR B 40 AE SAS nodeSS St El 20] Hlink

Ee edge) o2 o] YEI] A= o] et vl w2 Adsel HE | 3719
A

7)
ERE oo I8 4= AN B 5 F4dE  scale-free HEAY]
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(a2 4)) 2001H 7= FA AIH0IM Hell & FA9| ARFSO| 27| 22K (The graph
of ownership for stocks traded in 2001 on the New York Stock Exchange)

-
N
.

(EX{ : Caldarelli, 2004)

Ao 22 G A scale-free | E9]H0) 25 HojEt: o] - A= 37
A= o] A hubE3} 0] A% 5-7 A9 7 42529 hubE2 Y EY T} 9]
FolA U5 & 4 Jlew @EF S| Hol= 57 k9] node52 o] A
YESize] Aol QA ki s} Uee & 4= ek A $19 T
W ol2lgt Weje] scale-free| E9TE FAJok A ARIERE QlElUlo] 4]
twittert} facebook 52 =35t 127 World Wide Web Aloj4 9] 9l Bl X & 7t
o] AAWES 5 4= lon] SRS 7k Amo] AT PHe BxsAY AgH
A, AA| Ao 251t AT FAE e IFEAE Ay
FESS dEohE o7 ALEY, oloj=y ol EitEe #it FrT, 9%t
Hf9-S3tell AR7E A 2 gl EAE A He Fehie-S3te] AYT

A o2 tefdt S AAl ARElA scale-freed| EJ o] A Y] &

ZA=ItiBarabasi, 2003; Newman, Barabasi, & Watts, 2006, Wasserman & Faust,
1994).

Scale-free | E QA= power lawE 3 E wEck= 1 EA &0 T3t 7da}
OFHS FAof 7HAITk 41 73 © 2= fault tolerant behaviorgl= EAS 71X] 1L
J=dl ol FAHfl(random) g2 oLt oo Higt A%/d(robustness)o] Hth= o
njojtk g 0] 2h2: ghef degree S 71XI node®} 4x0f 2 12 degrees 7R




212 « FAPSRAT H2od MiS(SH Hgsbs, 2011 - =)

hubo] FESIER g2 02 F2-9] A0 o7} BT o= o] &9
hubo] w3 g 7hsAd2 WO o] hubo] W= A] 3= oF HIERIAM Y
2 4(connectedness)o] A 754 20| nlebd YED A0 AEAL 7]
A7) ek olejgt 47 white] scale-free E9At YIEAY] 95% A=} )
ol hubo] A3 Qlehel Y= 437} WS 4 glom Ajzto] Ao whet &
A7) el ES FRE BE 4 ek o] Hd 44 uRe] A/ £ 3
39 T ANEAEE Aokal A9 Ao AL sol7] 9 <
YHoz olyst Heol UYEYIWS FLAJSHcKHBarabasi, 2003; Newman,
Barabasi, & Watts, 2006; Wasserman & Faust, 1994).

Hkd o] scale-free | EQ]oll= 1 AHe] 54 wiZoll ol Ae| FHEAR =
2l ool Aol SART. o] hube] FF=o] 2o F7] wiiof o]
20| 9 huboj dfeh Ade2 FAoll= Fefsit: 4=2] hubd| whyj= Qls| u
EHT AR vjEo] W2 ] A nodese] Hghe s W 4= glom o]
8- 5% =o) a1t hubd] Ael#] wpyjol A HEYA7} Feotes 2E
zAsHA "k o] - HIEHA AAe] 2o A2 oA = a1yd
node52> 83 595 QAW vl e TS YolHHA He Tt Y
= JAE=2 EA = cHBarabasi, 2003; Newman, Barabasi, & Watts, 2006;
Wasserman & Faust, 1994).

o]

IV. H2{LIESI=2| 0J5H: What is your enemy?

o599 HEPRE, 53] 1 FAE rlolth Ee SR olsy Fu
o] HleHdse] YEYAFHR Aeiths AFde B2 ekl oJal A4
o] gti(Berkowitz, 2003; Sageman, 2004; Williams, 2009). 3}x]4t o] HHYE
YIHEO] ofufat R YEYZE oA o] thet FAY Wk
oFH7H] e olol 4] gk A Uk T olelet RET olaf EleivlE
0] izt celefe-gol H22AE FHlo) thet 729 349 S HomA
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Be 0] el AEE AARSolE BTela o]&w Inkro] ey =gl
25 RS RS i AsfeiA] Bl Anke o]o]Hri(Williams, 2009).
oleft WeolA] oj7|A o]&g Zrkol eixlde] YEY AR Aste B
ofe} o] WES=r} FAH 0% scale-free| E9]20] FES WL Qlrks
WolziA) Sk w3 ol2Ft U%S BalA ol2ist Fele) YEgas) ek
Zol= 73 AL A whE 44:2] hubol] Tt Alejz] BAole Zoks
e seyos Aud 32 Ake dee gge) vjEdgo s dojof g
APALE AXNSILA S Ele] YEYDA nodels el AE 7t Hole el
edge L= linki= o] HlgeAE IS 7he] A7, A, EE AFS e, o
7164 hube: ¢ Aba} 1l 2hdlofut ofolat oF Ajejslal, Bah ent, qlelz of &
2715e) gt Qe Aol dente) 2y, =i F7F 7ES ojujsh
t}.

Eleeto] scale-freev| 293 728 FAa7] B AL 15 YBo] A
7 ol 47k Atk A A BAIG WA T ot AxS elne] FAot
Y Aol ofgt A elalel 2o URA o)z eelde A
Zatst WAH ol s} ZAIT. o] o] olaFt 2Y TS 22| YsME
el Fake] B0 et AT F4Ae ol7] 98 scale-free | =]
Fej2 Ciakel & WeAo) glek Eh randomy| BTN e scale-freet £
2 hubollA] YIEA AAE XFEASIT HEYD AAE o] £5:0] hubo] o]
ol ko2 BESES sAlsls SeS slgkit) wHo] randomy| E9)=1 9]
9ol hubxpA|7} 24514 ero.n] zkzke] noder} WlEZARolA] #o] B2t
Heo] J3ele YA Fos ofH S noder} AA HEQZE Folali A
A 7540l itk wEe] AzkHel AAolA Elele] ARt Welxow
scale-freed| 29|28 A3t 7154o] Atk mixjutow, Ao HlaiyEgae] 2
FoliA} s A nodeo] A9 (2 AE XA EE SR w2 o
A3 G hubo] &a}ara Al Aol o= o] Az e AE T
Apo] Y=glao] digt Qo] Fakgl o]ojx|x| gron] mr} SEslAL Qe
Q= Y= gaAke] hubdl Al Aejdo s B slso] Arks AL QA ol

l-;l::
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3t o 71A] o] F-2 HYYELIE scale-free | EQAZ FAAE 7sAlo] A
thgol ol & 8 /bx) AHE ARISS olefat Fehe] WENTTHE dFshn
Q)tiSageman, 2004; Williams, 2009).

1. 9.11 HIZUIERZ AR

A 9.116|e 343} Beg Lrtolek 22e] AlE B 1y o] FZo|
ofg 8 A9IRFGo| scale-freeH| E9J19] Fej M2 Aol YUchs IS
uFASF 2= 9Jtk Miller, Stone, 18] Mitchell(2002)0] 9.1172 €8] Abze] =}
St 8- 7153 “The Cell"e] W83 HA5}0] Tl 0 A9R1S71e] 1)
2 Aedt An oot 2L WARE 25T 4 Aot

o

(3% 5.) Ramzi Youset2 FAloZ 3t HELT AS:

el
_

=
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A EAES WohgRo = Ao Holdh Al BRES] QA YEYAR 7
A=l YARLef ol AR HR AipEo]ltiJordan, Manas, & Horsburgh, 2008).

(12 9.) OI=E2|E AHA

r\l
rulo

ZL5t Global Jihad Network

Note: The dark. trisnghe roproarnts members of the operational cliusser of the network {thass that |

decctly partcipaied in the preparation of cwecution of the amack) Individeanls tat have
collsborated with the notwork, bet are not jihadists or Muslims, have abe boen mcloded
Therefore, the total sumber of individenls represemsed 1 prester that the 45 meontsoned m the
Appendin. The disoontmuows carcle represoats individuals tha felfilled s impoctant wle in the
bendo st o oF and crateghi Lot o 00 e ths @roup

ZX : Jordan, Manas, & Horsburgh, 2008

9] 17 9014 e HzkgoR EAH nodel= HEtBAo] M Hofdtol 3
& FulsPAG AAE 2L AW HHES etk vhE, @2 A ek

2 BAE YIS o&Y Inkrolels pelo] AN EL Bxon Zgg

Assh=el AAete] 7= AR Helazol gt Feirsolth 9 HAd
Of Y& 3t kel Fo7F Qs node5d A}l FHRERA vRefe AI9IRE =0
dos) Fhes Y MEY oled STEFIASNAl TRt nodese] o]k

aPal HA s E #AE R Eﬂﬂ*’—&"—zﬂﬂ =9 Y EYAE Yehdth o
IFo)l= 1}z k9FA|HF Jordan, Manas, “12]37 Horsburgh(2008)2] 1= T4
9] A4E 7 =1d) Jamal Ahmidan¥} Serhane Ben Abdelmajid Fakheto] 317
52.0009] 714 e 47415 45 gtk ol $19) TdollA Belat 4 gliut

MEYZAIA S0l SIX3h0] B AM(EA B linkE vehii)Ee] of &



A8 HEXT MZE Stt HIZUIEXZ ofshet 241 & TR HAHior - 219

AR A AFE o] 3hof o]Fo] hubo] Hgh2 sl QUE= & = Stk A=
o] &2 == HiP AS =R Uik oA Y nf=g = HiEo] HES
A= HH O] hubof] YFE o] A HEHZZF 4% scale-free | EQ|9] XG55
HolZE 9ic} (Jordan, Manas, & Horsburgh, 2008).

4. Anwar al-Maliki AR

Anwar al-Malikio] ARIE of TAMoR WA b gAN I1E EAu
scale-freel] E9 210 £AE o] i} Felg 4 QA WHETE Al-Maliki &

S FUF o|27tolA} AR AHUACIAL] W ahdlolel BAUE B
S SuFolSelA Heka, JAIA garele] 2 Qo). of al-Malikit 4

ot 3zt 9] 2] ARdolld a3t Fhoj=olzt Hij oA FFHES FARE e

o]
o]

(a2 10.) Anwar al—-Maliki 2} E|2{HE Zto| &A|az!

1) Umar Farouk
Abdulmutallab

Anwar

al-Awlaki 2) Nidal Malik Hasan

3) Faisal Shahzad

(EX 1 222, 2010)

9] 19 10.9)|A] Umar Farouk Abdulmutallab-2& 4:-2-2Zetg|2]H(the underpants
bomber) 2 A#HZ g|z|Ho|cl Abdulmutallab-& 20091 12€ 252 ofAH =gt
oA HERO|ER Fold vl= x2)9] H|g7|of|x Feke|2E AlE=sithr) Zgto)
FHSHA] o= vhgol AlEZEGIck = PETNS 119] &% tof] A 7ol 95
o mA SFetH o ek M-S A Itk Nidal Malik Hasan2- o]t 4
3

FOR 2009 114 5 eapAF: ZES L0 vjio oA zile] dFo=



220 - SAPYHAT K223 MiS(53 ABs=, 2011 - &)

o9 ol-e A3t | A% zjo|r)h npx]Elo 2 Faisal Shahzad:= 20104 5€
19 78A4] disfEo] = BrdaFololA A=ke o] 835t Fee2lE A=k}
Az Aolct. o]E nF= g 3AS A | F83t 57171 AEUS Bt
al-Awlaki®} 719] Fmz, A=k 7123 gt HE wio|glom o]
al-Awlaki®] Fu 4 mA|x]e} Hekd 7to| et 159 Hedso] 383t JaFe]
) Hok ZAEFP) o] et A wigo g 223 B o Qe AlolA9] o]y
ol&H S| e HAESI Sl tigt 37]4E 2kl o] & 3|Ysh= A
AAE2] HIEYF ol 4] al-Malikiz} 223 hub 7Rt shutolm o]t HIES
oMol Z$1E el 19 IS FARIL AU & 5 ok wEkA] o

AN
alMalikiZ 402 % scale-freed 29|30 F4S F23) & 4 9 Zolth

nﬂo St

£

m
i
o
1o
o3
g
o
O
©
!
2
o
(r
1o
(i
S~
"T

1. M2P F2 9ok 1: HlojEHo|A 7= 2 24

sleiEgIZ] Sxuers 915 HuIE 0] Holals H2lAE sjel5o
Bt dloleHlo) AT 5T} o] 7EH Hlo|E) S upgtomst Halo] 74 WA T2l
ofok & Aolt). HleiE$|2E Tolsto] o] Zo] scale-freed| E¢]Z0] sfdsl=]



A48 HEST MZE Stt HiZ{UIERR Ololiet 24 & TR FZdet - 221

s

AU E % o] YES|AS hubg wefsial of2{gh utef hub
FomA AAYEIZS FsA7I=d HEld Be HAY e 15T 22
7h dek ZEjar ot M) AA|xAo® HolEHo]A0] F5o] HEEA]
3| ojof sk oA nilE HlolEE AREste] HIBUIEYA SAS Bele A
A Aol wetok & ot} Ho|EH|o|L= open-source S H-g5h= WA CR
aF o G5 4 ok 2Eal ofHE SRS ol 5 HlolE o]~
of dashiH FR7|e] 53 HEE Qe orA ARt e Y &
ULt o3t HlojEHlo]2 FEA] g sofFd 12 JAHESA B AA
et FEIF UtEA] Soi7tof jith= Folth E3F oA F5E HolEH|o|AE
A= Z-8st7] YsliA= dlofEutold(Es Heh A4 2 text mining)ofit
social network analysis5-9] TFEA7|HLS AM3Ete] Y| EYF 0 TAEE 2}
gstar ol2fgt Agte(link) S A|SFsA LERjojof T Zloft}. o]FA] dho=A
ElHUEQAe] AAIEAY FHofde wofd 4= 3l Aolth g Hlo|E o]t
S 245 fleiAeE olagt Aol AR]atetalEe] olzh REEA] glojok e A

o
S
glu)

2. Hebd FZeh 20 HIUWRUIERFS BX| R ZHAl

oFa o] T3 1 x BAo] slerd 1 Fol vt Bk of| AsiA}
£ AZo] MA| HFAL A SHe 712 AHe] BHFAL AR Hle
AL FEREAES AFel A Baroel Atk oAy TAA 3ol
HofalAL Z|Esks W9lAe] Felg e PUEaE 52 4 glon of H

UHHEREs AAEHHHEYAS] Lol sigateh H2FEYTe] Tx]et
PASAE % A HE2 7 7] DAR o] Rofxl=d A A A= AA|
HEYIANA 7= HeWFHEATE BXske Aol tha2 o utehd
W RHEYZE A5k DAl

HA AR HEsAs 7=y A3 HyR Y E AL BAE fIdl



222 - JAERAT M2 M1E(SH HgsE, 2011 - =)

M oA =97t A Hehs S5 @Al dste] R
(HUMINT: Human Intelligence)S E3td o2 ALajE 4~ S Aotk sHA|NE
oA7]o A F=oalloFdt e o] QMRS HF2Qlou|= sjAste] 7P H 7|
o] wjeka Qimejelo R ofsalrle oF B Aolu BrFYus|Ho|gloE AR} o)
2 WU ofeh A EIN 9 Uy @ Wik AEES Teels Bt
Al X EEFo g Holgofof g Flo|t). ol= HFZofollA TAsh= A

wseiehele] Wst tiolch, WEA AWo) ARIES Rl wekd el
olgick AR |Te WHAES Fol A= Foie

o Bhusto] oS WYY U] FHFORA WY/|WE AUt

o
i)
wo

f

|

e o] Al ARH FAZ AMEStel IS B HARKE Bl
U ES FRAES AESALG AT RA Briekust Aslelde AAW S 9)
olek. sk Hlgle] A9 olelat A4 SA0 Agshe ASS WAt 4
A gbehe o 2 Qelnbt ok Rl Hlele] B R RRsehe 2RHgl
297} Btk oloh 9| TiiEe] HelwER WA Helel i) s 9l

AFA S9lelA] Tt Fa5A ot Holi ofe] whpH FASC &
A97} Btk o] A9 SRS o HFA GelolA Y e Fab
2 S}7jols qleiut ulgo] 2 wie] A3 srom 2358 ol W
o sgode] WAE SR Ao} FAULTRY EE A7

S 8 47} Qlek olefat Zulelq ABAQ sheicklel An sl
MR o] A Slgeel A Sulstel Ay 1wt WA Teke §717

%
4
B4l ofgh AUt e} AsHel ATy Sue Eoh rlugke) 2ue @
.1

o me

5

4>
i)
H
il
rir
o
i
lo
Hl
el
AY
o\
El>“
o
go
i)
s}
fo
N
30,
s
N
of
2
re
A
N
o
T
AW
g3

AR, E AelARels Tl gledns SAUAERY 4o ofn A4 o]
3 AR AR} e AREN RN SAE P Y] Beis o
B AR Bl S Gl ofe] whslE ARES xsle] shie) 2 age
gfoleka g 4 ek o] HusNEES TAF T o el o] 2

= A
= T =
2§t A GARloA AFE st el AgFERSE A A}



A48 HEST MZE Stt H2{UIEXNZ Olstet 241 & TR FIRIoH « 223

o} e
Mela} 7|5t Hele Z4sisiaL nl CIAS] 794
3 AREAYT B} Prolere 4%
A= Aro] sxlah BAo]
olck.
thgow gk oAMe HEyEYEs} slebErhE o] olAl7ks node? s
o HEYIAolA ZHAIE ast olnk ole} BelsA Afoln] HeHRokA of
® PC7} 2lo]] 7Hdlo] gl A2 ol R(bog] e S-8alo] w2y
Eo)T0)x] AAEAL BB AT hub Ei oS Zalu A2L x| T 4
ok ol weke HAS, &5, A4 Leli £A1F2010)0] KNOM

Reviewo] 233t S| AE HT B gAE &9 A WHolzhe =&l

2 g0 e S ek A vhelE scale-freed| 2] 1]
o4 Zekro] Aake W 71Ws) At hubdh node S-S Alo] Foietn]m
Ro] Bejglien AAHT ol Bujgand S2E A2 Heuiy =y
22 AL o] YRYES|d] £AI5Hs RE hubT} node5o] TS SRyl
)= AAskch e ol U gae} el =91= Ao]o] communication
traffice Mo 7B ol AFE WHsiey wele WETk

Qg 1) HUEANILS oldE= HRIE fle LS A

L

(BA @ zlM2, &85, 2444, |-, 2010)



224 « SAPHAATR H22H MIS(EH HM85E, 2011 =)

] 2™ 112 49 52 =ollAl AR AR A9l Higt 19
= 2 Aol o] mRoMe I3 YRYEYIE SHAE 28
SYFHEYIR SAES 71719 2 YPPR2 FUEIE F8 At
Hl2 R EfEet AR A o]52] 2]Foll HA|she scale-free |E T/t A
o] X hub¥} node 55 ofn|sh= Ao AsiA] & 4= lek 1al 9] R
SAE BXAR| 9] A% E 2] communication trafficS BHA|5H= 7| E
JER AT = Stk o] B¢ Aoz yiel oF YEA Aol
communication traffico|A A 37} WA == & melslr| 3] o] & Aol EF
IS gAsks ke el & o vk webA gA9) T ERIEE o] & Al
o] AFZe] 2 Fojtk

T detection (IDS)

A
4
/é signature-based
zl:'

j I - vertical correlation
| | based detection

Z 2

Y -t 3

= = <

<= <= <

P — -

time - - -
1

919] 213 12,014 Boli AXY ol AT WAl A7 o] whe} shtel
Yy Eglas T ojuyEgiacte] Edue fSxdon BAS SE 9o

= &
ohUm SmA o2 AU AZke] AAMESTANA] ol The WEYA A
] A<

53} B RS vlas) BORA olIFE WA 4+ = ok $19] 1Y

A 295 ol EEE Jer HAHE PCe 449 Hig YRriEf=
52 A48 communication trafficg UeRfn] 2]o=2 A4 I3 i 5



A48 HEST MZE Stt H2{UIEXZ Olstet 241 & TR FIRIoH « 225

d

et A7l mhE EEuE Blus sgeR Til Yl A2 e
35U A7e] sel wlmE 2k7 ek,

of 9JoJA] communication traffic2 QIE|UIA oA = A7] A|1d
2 JujA|Rt HHY| EH T Ao 412 communication traffic- A5 (nodes)7t
H e, JAEUI™LE 2 EQEY facebook5-2] social network Alof|x2] Agke

&)

wglstol AskEsh S, Beld WS EE FANY £9 o5 vl
o Edme ERT 4 ek E3F 2U PR WRIEYAY ol 7

of ol Bak o YHES oJlshAut Hlej el =Yl AT YRS
o el gEo] BAAYA vHTAL Ak BelRbEe] AFH R
W AT HUAL ol&YTFUT] B FE FHAYFS HolAL T2
YA B zo] o/l SRIBATY ok G} S A5 ebd

At 15k Aol oy };sw 297 A E Yol 4 9)
AANEQTANA AT Z2E wled|=aRe Fg
sl B8] 2 A2 el A hube] 7352 5131 9l WIS Al
T T P

Jw
N

o
i) —es

L

_IE

lo

HU 1
ool o ox

ot
rE o

3. TEPH TZYH 3 MEAZYIMER XE

Scale-free H| | E QT Ao 4] the= node®} hubAlo]o] A5ty H|o] ThEh=
TAY 5= ot H}EW gy E Jﬂ*‘c’ﬂfﬂ-‘ﬂ A2} 7)ol wet r2A §
%

e 2
ro o
S
ww r
o
iy
oo
Ql',
2
o
ok
H
H
o
o
)
_?L
=
m
_L_4
W
ot
=2
>
lo
o
i
e
of
i)
2
ol
|

ox
=2
o)
o|N
i
m {
o

m?i
4
30,
filo
past
o
)
o

73% §: nodel= Mtk Zulat Qe

= A8 = 4 ek FHE o7t Agke] 7]Eol ARy AL

=
5
Mo
iy}
N
o
it

ol b 9
et 4

=
o,
rlo
:L
@
Ko
Kl
i
4
;:O
o
=
21'4
i
I
H1
N
I
2
T
ot
jﬁ
F_L
Jz
rlo
A
o
N
0
=
-z
=2



226 + SAPGEAT M2 MiS(SH Mi8s=, 2011 - 2)

Aol giare] AHolut A9l 71Zste] A 4918 Ak et oo &
H2A 0] ZAOIRE GRFe] F 1 shgolRo] TSl BEkE WIeh shA
cVIIA AR AR ABE ol 2ol 1T ASIE S F9Ich
dlE U E Y 2AolA] huba} node S22
ofl 52+ 2 1 A7l ol £ Lo QHe: el DET S
itk weba] hubst nodeo] Thet TERE Y=g)mAlelA o] e wo] uel Hivt
lolok & Aolth uhe] 71£0] WSHE WA s A Holg 2
AE WAOIAE F23 Hol7 Qirk sk okge] SatabgelAl Elefs)
Aol YEYaAIAL] AL seraty] Slak o] o]Fojxof & Aolck

4. TP 3t 4: hubol| CifEH MEjx| BZS E5t XMUTholistic) T2
ElHHEX A hube] AAE flsix= ool AFd 87t 3ler hubo
AAE & AAHEYAS] FHEE AFsforett). webs T nodes A2
739 o] nodeof|A] hub = hub¥} Bt} 2HH 07 Aty thZ nodeo] st AR
£ M7l Algshs W7k FHE APESHAY dellas A 8= Al
2 2 ik o] Bl WAETE) TS Teike Aelst 1 YEaA 1 1
% Bh hubSS sfofelan o5 Fask AP
EEE 73} A7l AL A|(holistic) o] o] Fojx{of o 740]
7HA Sl S hubg ©h=s] Hlghdlolut d-2e)7], 18]al <=
o= dlolgofXl= g2z o] AR ofsfisiA= ¢ k= Holtk =8 °ls
o] hubd 95 UAIWE TIFA] ke A9 ke AT HIEYZA4 1A 2] hub
= 229] Hu A|95-59] AHo] ofyz} nodeSe] AAWAV SN T3 9
Afrohe AEA ] oujolrt. whebA o] hub2: A7to] o whel x|&H2] o=
HERITE ERE o] hub2 YEIAANA & it EAsk= 7ide] oflyw H=
o] ez EAR) webd 4 hube] AAS AHUE0] FeL v 2| AT
T o2 AT ol FEE o ek wEbA of2] 83 hubsof High A3
o] 875 hubS9] A|A o]% HAAUEY L] HMelE A|&4 oz A8t

o
%
l‘_>rl

_E{
>
o T

[rl
o
.
o
x
2

[
il
4

N
]

rO
U:Zi



A4 HEQT MZE St H2UIERR olsiet 24 & A FZer - 227

m RejshA Aokt A4l Aelow Hsjol dk

(=)
VI B3

L5 HERAS YEYAFHR eick il of Hl2YEY A 7419
2 Z23%E randomy|EY 77} ofyz} As = AgHpreferential attachment)of 2J3]
oj2o]7] scale-freet| EJ=10] Fehg Wk wio] chellz] MEe of scale-freet]
EQAe] 553 54of 71z2A tARlIE ofof st o]F A= ol gt HES
9] E4of gt olsi7h A3 =lofof jhrk

o] =t scale-free Q1 E|2{H| EQI=L7} hubol Tigh He)2] F-20f Hefglol
ZRQtsto] HHUE AL vty RIS fsfiA= Al o] HIERIZAA hub
= vtofd =art lom of uheb hubdf whyjof dig=r|e B WM
gAY et slee AAskL ok

THACE O] =2 HIZUIES iRt olsiE Fall thElP ) A= e
sejehels Hola qlom A2l eto s 471x] 8] kA ks AAls)
WA A7 ol2dt Ao thet Hoh @ I} ke8E F%h




228 - JAEHAT H22@ H1S(SH Hesz, 2011 - =)

Hng

rak

49, £25, 044 S, (2010). S GAE AT 2 GAE B 2 B
HH KNOM Review, vol. 13, no. 1.

Arquilla, John and Ronfeldt, David. (1996). The Advent of Netwar. Santa Monica,
CA: RAND (National Defense Research Institute).

Barabasi, Albert-Laszlo. (2003). Scale-Free Networks. Scientific
American, 288: 60-69.

Berkowitz, Bruce. (2003). The new face of war: how war will be fought in the

21st century. New York: The Free Press.

Bollobas, Bela. (2001). Random Graphs, (2nd ed.). Cambridge, UK:

Cambridge University Press.

Caldarelli, Guido. (2004). The Structure of Biological and Social Systems. SIAM
News, vol. 37, no. 3. Available at:
http://www.mathaware.org/mam/04/essays/systemsstructure.html.

Continental Airlines Air Route. Available at: http://www.mslima.com/mfadt/

thesis/2004/08/transportation-routes.html.

Fewer dragons, more snakes. (2010, November 13). The Economist, vol. 397, no.

8708: 27-30.
Jordan, Javier., Manas, Fernando M., and Horsburgh, Nicola. (2008). Strengths and
weaknesses of grassroot jihadist networks: the Madrid bombings. Studies
in Conflict & Terrorism, vol. 31, no. 1:17-39.

Magouirk, Justin., Atran, Scott., and Sageman, Marc. (2008). Connecting terrorist
networks. Studies in Conflict & Terrorism, vol. 31, no. 1:1-16.

Miller, John., Stone, Michael., and Mitchell, Chris. (2002). The cell. New York:

Hyperion.



A8 HENT HZE Sot HZUIEXR olstet 24 3 T2FY HAEor - 229

Naim, Moises. (2005). The Illicit. New York: Anchor Books.
Newman, Mark., Barabasi, Albert-Laszlo., and Watts, Duncan J. (2006). The
Structure and Dynamics of Networks. Princeton, NJ:Princeton University
Press.
Porekar, Jan. (2002). Random Networks. Available at:
http://www-f1.ijs.si/~rudi/sola/Random_Networks.pdf.
Reed, Donald J. (2008). Beyond the war on terror: into the fifth generation of war
and conflict. Studies in Conflict & Terrorism, vol. 31, no. 8: 684-722.
Sageman, Marc. (2004). Understanding terror networks. Philadelphia, PA:
University of Pennsylvania Press.
Shultz, Richard H. (2009). Insurgents, Terrorists, and Militias: The Warriors of
Contemporary Combat. New York: Columbia University Press.
Toffler, Alvin. & Toffler, Heidi. (1993). War and anti-war: making sense of today's
globalization. New York: Warner Books, Inc.
Wasserman, Stanley and Faust, Katherine. (1994). Social Network Analysis:
Methods and  Applications. Cambridge, UK: Cambridge
University Press.
Williams, John P. (2009). 2009¢ FDD 7} (Foundation of Defense of
Democracies) 2|3t o]zt dlo] A o] e Sapgof A &7l¢-7F Tt
A EIE YERAL} of=fe] il A ool el 23& % John
P. Williams = "|= tfg& o2t Hoj 2Hdsiglon of siARtet S5
ol&% ¢4+ AlE|9] Deputy Directors S U7H the| 2ol Hw7to|ch
Yun, Minwoo. (2010). Insurgency warfare as an emerging new mode of warfare
and the new enemy. The Korean Journal of Defense Analysis, vol. 22,

no. 1: 111-125.



230 « FAPYAAT x22@ M1S(EH M85=, 2011 - 2)

Understanding Terror Networks and Strategic Approaches:
Cases of Taleban, Al Qaeda, and other Islamic Extrimists

Yun, Min-Woo

Today, the evolution of terrorist organizations generated a new type of terrorist
network, which is scale-free network formed by preferential attachment rather
than random attachment. Such emergence of scale-free terrorist network implies
that counterterrorism policy makers need to understand the characteristics of
scale-free network to develop effective counterterrorism policy. The current study
responds to such necessity and suggests that terrorist networks, having
characteristics of scale-free network, could be crack down by selectively attacking
its hubs and thus disabling the functions of the entire scale-free network. This
study provides four practical strategic considerations to policy makers and
suggests that understanding the new type of terrorist network is critical to cope

with evolving terrorism in the era of new counterterrorism strategic paradigm.

% Key words : Terror Network, Scale-free Network, Counterterrorism strategy,

Social Network
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