
















































InternationalCooperationforthePreventionofCybercrime

45)Choung,Wan*

Newtechnologies createnewcriminal opportunities but fewnew
typesofcrime.Whatdistinguishescybercrimefromtraditionalcriminal
activity?Obviously, onedifferenceistheuseof thedigital computer,
but technologyaloneisinsufficient foranydistinctionthatmightexist
betweendifferent realmsofcriminal activity. Criminalsdonotneeda
computertocommit fraud, trafficinchildpornographyandintellectual
property, steal an identity, or violate someone's privacy. All those
activities existed before the “cyber” prefix became ubiquitous.
Cybercrime, especiallyinvolvingtheInternet, representsanextension
ofexistingcriminalbehaviouralongsidesomenovelillegalactivities.
Most cybercrime is an attack on information about individuals,

corporations, or governments. Althoughtheattacksdonot takeplace
onaphysical body, theydotakeplaceonthepersonal orcorporate
virtual body, whichis theset of informational attributes that define
peopleandinstitutionsontheInternet. Inotherwords, inthedigital
ageour virtual identitiesareessential elementsof everydaylife: we
areabundleofnumbersandidentifiersinmultiplecomputerdatabases
ownedbygovernments andcorporations. Cybercrime highlights the
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centralityofnetworkedcomputersinourlives, aswellasthefragility
ofsuchseeminglysolidfactsasindividual identity.
Animportant aspectofcybercrimeisitsnonlocal character: actions

canoccur in jurisdictions separatedbyvast distances. This poses
severeproblems for lawenforcement sincepreviouslylocal or even
national crimesnowrequireinternational cooperation. Forexample, if
a personaccesses child pornography locatedona computer in a
country that does not ban child pornography, is that individual
committinga crime ina nationwhere suchmaterials are illegal?
Whereexactlydoes cybercrime takeplace?Cyberspaceis simplya
richerversionofthespacewhereatelephoneconversationtakesplace,
somewherebetween the twopeople having the conversation. As a
planet-spanningnetwork, theInternet offerscriminalsmultiplehiding
places inthereal worldaswell as inthenetworkitself. However,
just asindividualswalkingonthegroundleavemarksthat askilled
trackercanfollow, cybercriminalsleavecluesastotheir identityand
location, despitetheir best efforts tocover their tracks. Inorder to
followsuch clues across national boundaries, though, international
cybercrimetreatiesmustberatified.
In 1996 the Council of Europe, together with government

representatives fromtheUnitedStates, Canada, andJapan, drafteda
preliminaryinternational treatycoveringcomputer crime. Aroundthe
world, civil libertariangroupsimmediatelyprotestedprovisionsinthe
treatyrequiringInternet serviceproviders (ISPs) tostoreinformation



ontheir customers' transactionsandtoturnthis informationoveron
demand.Workonthetreatyproceedednevertheless, andonNovember
23,2001.
TheEuropeanConventiononCybercrimewasopenedfor signature

bythememberStatesof theCouncil ofEuropeandbynon-member
Stateswhichhaveparticipatedinitselaboration, inBudapest, on23
November2001.andenteredintoforceon1July2004.
TheConventionisthefirst international treatyoncrimescommitted

viatheInternetandothercomputernetworks, dealingparticularlywith
infringementsof copyright, computer-relatedfraud, childpornography
andviolationsofnetworksecurity. It alsocontainsaseriesofpowers
and procedures such as the search of computer networks and
interception.
Itsmainobjective, setout inthepreamble, istopursueacommon

criminal policyaimedat theprotectionof societyagainst cybercrime,
especiallybyadoptingappropriatelegislationandfosteringinternational
co-operation.
TheConventionistheproductoffouryearsofworkbyCouncilof

Europe experts, but alsobytheUnitedStates, Canada, Japanand
other countries whicharenot members of theOrganisation. It has
beensupplementedbyanAdditional Protocol makinganypublication
ofracistandxenophobicpropagandaviacomputernetworksacriminal
offence.
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