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“Acting CEO Paul Williams, Dr. Rick Brown, Distinguished
Colleagues, It is my great pleasure to address you today on the
occasion of the signing of the Memorandum of Understanding (MoU)
on academic and research cooperation between the Australian
Institute of Criminology, the most esteemed research institute in the
field of criminology and crime prevention in Australia and the Korean
Institute of Criminology.

The Australian Institute of Criminology and the Korean Institute of
Criminology have enjoyed a long standing friendship. If you look at
the name, KIC and AIC, you can notice that there is some sort of

bond between the two. AIC was a model for the KIC's foundation.



In 1989 when the KIC was being established, then President Chung,
Hae-Chang with KIC members made a visit to AIC where our old
friend Professor Peter Grabosky was a member of the AIC. We will
meet him tomorrow at the MoU signing ceremony at the ANU. Thus it
truly is a historic moment to finally sign the MoU with AIC.

Over the last decade, as members of the United Nations Programme
Network of Institutes (PNI), both institutes have been working on the
ways in which transnational crime can be prevented and combatted,
raising awareness of global standards and norms in the area of crime
prevention and criminal justice based on the rule of law.

This MoU will further commit us to work together towards our
common goal of promoting wuniversal respect for and fostering
knowledge of criminal justice and the rule of law at the international
level. Each side will pursue many significant activities such as the
promotion of academic exchange and cooperation between institutes
and researchers, and the promotion of educational opportunities to
individuals, organizations, and governments in need of assistance in
increasing familiarity with and appreciation of international norms in
crime prevention and criminal justice.

At this moment of celebration, I would like to express my sincere
gratitude to everyone who has contributed to the finalization of this
MoU with dedication and efforts. In particular, I would like to thank
Dr. Rick Brown. His insight, goodwill, and friendship have made the
signing of this MoU a reality. In closing, I would like to say I am very
confident that AIC and KIC will be able to achieve more together and
develop even stronger relationship and friendship. I would like to take
this opportunity to assure you that KIC will continue to provide a

successful implementation of this MoU. Thank you.”
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About KIC

Organization . T > f g 1 PART O 1 O

Major Activities = HISTORY OF THE KIC

International Cooperation

“The cradle of criminal policy for a
lawful society, Where the rules and o
principles stand upright”

— Member of the Crime Prevention and
Criminal Justice Programme Network
Institutes since 2004

‘9 Criminology &
) National research institute in crime & Criminal Justice

Criminal Law Corrections

The Korean Institute of Criminology 5 A e e
contributes to preventing crime and = 7
establishing national criminal justice »
policies grounded in comprehensive D Established by the Ministry of Justice
and systematic research on the (1989); now under the Office of the
causes and trends of crime Tefos Minister
Crime causes and processes Bl G )
X Cnmes trends . Criminal law reform Probation & Parole
Crxnggolngxca; theories @riminal procedirelsw Institutional Treatment
o e o o vam‘ne‘sv!ans:cs Comparativelaw Halfway treatment system
ictimization survey Sentencing guide Community corrections
March 16,1989 Building Capacity as Going Beyond Koreaasa Becominga Hub F“m.es T Mingeitias Juvenile act Avindnientof prisanlay
iRt as abihsd aNational Research Member of the. Research Institute in Forensic-cr ime profiling Review of legislation
Institution International Community Crime and Criminal Juvenile delinquency

. ORGANIZATION

Criminal Law Research Division
General Crime Research Division
Research Operation Committee

Special Crime Research Division
Judicial Reform Research Division

Research Fellow Office

T S Rt P Al Criminal Justice Policy Research Council - § 5 PART O 2 O
International Strategic Research Center Criminal Justice Policy Research Advisory Council
Crime Statistics Research Division
Audit Office
Planning & Coordination Office

Management Support Office

MAJOR ACTIVITIES

. MAJOR ACTIVITIES

MOU exchange with 37 institutes and universities from 16 Countries
15% member of UNPNI of UNODC (2004)
UNODC Southeast Asia and the Pacific Regional Center (2009)

KOREAN INSTT E OF CRIMINOLOGY INTERNATIONAL FORUM (KICIF)

The first KICIF was hosted under the theme of Challenges and Strategies for Ending Corruption: Zero-
Tolerance, Accountability, and Integrity in 2014. The KICIF 2015 agreed Korea should face up to terrorism
and emphasized the importance of building a worldwide network to prevent and address transnational
terrorism. The KICIF 2016 was held on the theme of Challenges and Opportunities in Criminal Justice for
Combating Terrorism.

The KICIF serves as a platform for sharing opinions, providing measures, and reviewing the current issues
on the field of crimeand criminal justice.
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MAJOR ACTIVITIES

efing and Criminal Justice Statstics:

jon of the Commission on Narcotic Drugs 4% Northeast Asian Forum for Criminal justice
March 13-17, 2017 in Vienna, Austria July 11-12, 2017 in Jeju Island, Republic of Korea

SECOND REGIONAL MEETING ON CRIME AND CRIMINAL JUSTICE STATISTICS, 14-16 NOVEMBER 2016 s
gl

L #

b L /

The meeting served as a platform of information sharing for representatives from national statistical 25% United Nations Commission on Crime, 3 international Conference on Governance,

agencies and institutions using the data on crime and criminal justice from 22 countries in the Asia-Pacific, i L T i D s
. - " . May 23-27 in Vienna, Austria June 7-10 in Merida, Mexico
and delegates from International Organizations participated in the meeting.

The KIC hosted the second regional meeting on Crime and Criminal Justice Statistics on November 14-16 in
cooperation with the United Nations Office on Drugs and Crime(UNODC), the United Nations Economic and :
Social Commission for Asia and the Pacific(UNESCAP), and the Thailand Institute of Justice(T]). ’

. INTERNATIONAL COOPERATION

01 02 03

+  Offering Technical assistance in Provide aregional framework Since joining the UNPNIin
Asian countries to implement the culture of 2004, the KIC has been
+  Providingtrainingtolaw rule of law in East Asiaand working closely with the
enforcementand judicial officials  the Pacific to respond memberinstitutes
+  Buildinganetworkof researchers efficiently to transnational . X
and experts for cybercrime organized crime United Nations Crime I H A N K Y O l |
research Prevention and Criminal
+ Acting as a clearinghouse of Justice Programme Network
research resources for the public of Institute (UNPNI)

Virtual Forum against Towards Asiajust United Nations Projects
Cybercrime (VFAC) Project Programme & Activities
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Agenda
* Case — Legal Protection of Personal Information

Legal Protection of  Legal Definition of Personal Information
* Right to Informational Self-Determination

Information Privacy

* Legal Sanctions
* Duty of Chief Privacy Officer

Dr. Hyun-Wook Chun * Instrumental Irrationality of Cybercrime Law

Deputy Director

International Strategic Research Center * Adverse Effects — Downward Equalization

6 luly 2017 * Recommendation — Privacy by Design
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Case — Legal Protection of Information Privacy Legal Definition of Personal Information

* The Personal Information Protection Act, Article 2(1): « Information that pertains to a living person by which the individual in question
“ " & _— ‘ P ; can be identified through simple combination with other information.
The term "personal information" means information that pertains to a

living person, including the full name, resident registration number, images,

Ambiguous, Only a Collection of Concepts

etc., by which the individual in question can be identified, (including
. . . Lo N . . " * Are ID and Password personal information?
information by which the individual in question cannot be identified but can

: - : . : . S * E-mail address? Four digits of ph ber? IMEI(356455045353626), IP, MAC, ETC.
be identified through simple combination with other information). mallacaness Loul TRItsal plions Numosr ( )

*Same Definition in The Act on of and « Is crawling of SNS texts, images that users voluntarily posted by themselves
Information Protection, ETC. Article 2-1(6) considered a breach of law?
g Korean Institute H Korean Institute
of Criminology of Criminology
Right to Informational Self-Determination Legal Sanctions
« From Privacy to Personal Information: From informational defense * Civil, Administrative, Criminal sanctions imposed when such Right is infringed
(passive control) to active control * Damage compensation against illegal acts

* Shifting burden of proof

* Rights: One can attain his/her intent against others’ will + Statutory Damages (up to KRW 3 million or USD 3K per person)

* Forcing enforcement through legal means * Fine for negligence & Penalty surcharge

* Penal Provision: “Shall be punished by imprisonment with prison labor for not more

imitation of Law: Asymmetry of power between user and service provider
than five years or by fine not exceeding KRW 50 million (USD 43K)”

* Can a single user disagree with the Terms of Service? (= Negligent Murder in the conduct of business)

g Korean Institute H Korean Institute
of Criminology of Criminology

Duty of Chief Privacy Officer (CPO) Instrumental Irrationality of Cybercrime Law
* Right to Informational Self-Determination as Active Control Right * With Strong Sanctions, Is the Right Protected?
* A chief privacy officer (CPO) has the duty to protect personal information (a) Can a subject of information actually reject to disagree with providing

. P ersonal information?
« Technical and Organizational measures to ensure security P

L R R ) (b) Does a personal information manager actively fulfill the duty to protect
« Civil, Administrative Criminal punishment : -
personal information?

* When personal information is leaked, a personal information manager is victim and (c) When implementing legal duties, is personal information actually protected?

a suspect “shall be punished by imprisonment for not more than two years or by a
& P v ‘mp i % (d) When information is infringed, are sanctions and damage compensation

fine not exceeding KRW 10 million (USD 9K)” properly executed?
g Korean Institute H Korean Institute
of Criminology of Criminology
Adverse Effect — Downward Levelling (1/2) Adverse Effect — Downward Levelling (2/2)
« Trans-nationality of cyber space, volatility of digital evidence, technical dependence « Reasonable limitations has to be set in Liability
of investigation Ex. Damage Compensation KRW 100K for 18 million victims

" 3 . 2 . . => KRW 1,800,000,000,000 (= USD 2 Billion)
* Hackers always outpace information protection & digital forensic technologies

* Latest technology being non-enforceable

* Due to a gap between law and technological advancement, concepts of law

remain ambiguous and broad « Legal Liabilities work only as the minimum standard for exemption

: Against the principle of clarity « Security technologies advanced than the minimum standard becomes additional costs
: downward levelling of security

g Korean Institute H Korean Institute
’ of Criminology ’ of Criminology
Recommendation — Privacy by Design

* Limit unnecessary collection of personal information, clearly and specifically
* Introduce detailed provisions on allowing public use of de-identified data Th an k yO u
* Adopt social a structural approach:

* Enact procedural law for transparency and accountability
* Dr. Hyun Wook Chun

* Use public subsidies, penalty surcharges, punitive damages * Phone: +82 2 3460 5134

* Use an interest mechanism to orient corporations towards information security
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“Dean Michael Wesley, Professor Roderic Broadhurst, Distinguished
Colleagues, It is my great pleasure to address you today on the
occasion of the signing of the Memorandum of Understanding (MoU)
on academic and research cooperation between the Australian
National University College of Asia and the Pacific, the most esteemed
University in the field of Asia and the Pacific studies in Australia and

the Korean Institute of Criminology.
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The Professors at Australian National University and the Korean
Institute of Criminology have enjoyed a long standing friendship in
the field of cybercrime. During the 11th United Nations Congress on
Crime Prevention and Criminal Justice held in Bangkok, Thailand in
2005, the need for creating a virtual forum for training on
cybercrime and strengthening the capacities of criminal justice
officials in dealing with cybercrime was highlighted. To realize the
mission mandated by the UN General Assembly resolution, the KIC in
cooperation with the UNODC began developing the Virtual Forum
Against Cybercrime from 2005 to 2009, operated its initial platform
from 2010 to 2013 and further refined and upgraded its features from
2014 to present.

Distinguished Professors Peter Grabosky and Roderic Broadhurst
have largely contributed to the founding of VFAC, arranging lecture
modules and materials. Most recently in 2016, KIC and ANU
Cybercrime Observatory successfully conducted a joint research
project on cyberterrorism. Another joint research project is scheduled
for 2017.

This MoU will further commit us to work together towards our
common goal of promoting countermeasures against cybercrime,
cyber security and many other areas of common interest at the
international level. Each side will pursue many significant activities
such as the promotion of academic exchange and cooperation
between institutes and researchers, and the promotion of educational
opportunities to individuals, organizations, and governments in need
of assistance in increasing familiarity with and appreciation of
international norms in crime prevention and criminal justice.

At this moment of celebration, I would like to express my sincere
gratitude to everyone who has contributed to the finalization of this
MoU with dedication and efforts. In particular, I would like to thank
Professor Roderic Broadhurst. His insight, goodwill, and friendship

have made the signing of this MoU a reality. In closing, I would like

_’Ié_



to say [ am very confident that ANU and KIC will be able to achieve
more together and develop even stronger relationship and friendship.
[ would like to take this opportunity to assure you that KIC will

continue to provide a successful implementation of this MoU. Thank

you.”

AMNA ZA|AEFIBAALL Broadhurst u42F Grabosky n4~7}F UNODC
o]l VFACH 2 7|9& oF wadsolil, gfeg ANUZL &-AE oloj3e
73S 5] & Zlolgt 7|thstct A8AC Veronica Taylor w4t Ujd
42 45 = AR S ANstHA, WEe, Jide, Agleh, 32 of
S22+ dARE g2 7Iftes 3 AXE 71" Ho Qokal AT)sh

1t ﬁ-_r“)ﬂ R L

Broadhurst @4= ANU Atolw{#ia]el 4ol cfall Awst], il A
Aol A= 14, wﬂr 2o 7159 Aee AR @k HAe 1 s
c}

A4 A+t Fofetal A7|sit. Aoy E] ZdA = BHol(Malware)] 7l
st 2 Eot AHS ‘34, AL Aol o4 MERRRE AHEE o} A
Z¥(Big Data Job)’olzt

| 50 AFEo] HEXO] 7

= &l fﬂ%‘ﬂ% st 2ol Fasitt
AR Y 25 BV 225
al AEAA LT AtolHZ3to] o W2 A
WA RS dRHE F97 soiual o AASiGh 2 o
3 | AdliAdS AastiAl ZHsiARRl 174

IS ALAANA o8] e AA
Y 0131@ 6&%}01] disi 717 dAlgiet Zd57F Atole Ztol dist o W A
Alab olsE Ha g ghrpal Uit
Peter Grabosky w4+ 10 &9J5tH, Atoly] ®HZ|Q] ZsiA7F RAIHE|H

AAA], IT EAFAAA] =71RIAl H&go] Resix]l o, 45 o5

—|—4

_’I7_



SR O IT 7148 ARSI 5
ot @aich ANUQF KIC7F &4 sl Urtop & 2ot @i, ol MoUES
5ol o] of Wb Ay ot
Veronica Taylor w44= Atolw{z] thgo glo] RIZHAIYS] <
AGoIHA], OMMIRHASEAN) =715 9ol ofo] A2 AT EAIL Atold]
= 745 AtoleiH A wioh xotZ whEQitt Tsich. RIREEoR7t
Z5he o 7]ofstn glon] nfo]aRAILEAL 22 [T 7

oz thgoll Fact A4S sl Aokl T mEpA SAIE A7t
HtH

u

| Y
3] o2 A9 stete] vt AT dote Ale 2R S
A @42 "EZRIC] HAZE ALRH= o AGHA =0l A]

Zastth Folitt. ANUH KICZ7F 8RRl H[ESRQl By
o

S Al 2 g o S A Al Al

e
SfEZACtY Ao Grabosky wte Z9l5t9tt. EsH KIC Research
Reports [ & [I'= ANU T=A{o] H|X|5HCHL

Michael Wesleydt&tal X8 4A2 MoU #A10] AJatal wghsict,

_18_



<MoU A|Z % KIC-ANU w233 =9|>

3. / 98] opxobimatre] A

7. 29 Aa

UA] : 2017. 7. 10-13 (H-2)

o A4 : Shangri-La Hotel Cairns
A

A A FARSERAY

4. F2 yg

)
©
ﬂ
=)
>
=)
oE
P
o
)
fon
l‘[[‘
ﬁO_l
>~
ﬁO_{
of
B
)
I
ﬂ
©
r
>
2
1
ok
=
)
-
El
of
v

_19_



. HAAPE AZAE (Queensland University of Technology Crime and
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