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I. S017l= &

CRIESA €] == =2 (Trans-border Access)> S=AL7H0] siAHo] = 5
7ol gt G ol s 1P &3] e SAS ske b A
= URIEED AL gol|A siiAre] gt At BIEHEE oA HSkS wf, A
71 AR FolA] slieiAEe]l kste] e SAE Shshalrks We-S IR 9
& iR} ke Wholck)

oj9] Qe 512 AP T Ta4o] SHEOLE Helal ol WAlsk 7] ¢l
of LRt WAWITEL 5 B w=tlol iRen, olo] gt sfERlomA et
20220 109 119 Brpolis Hop 7ARlolgiS Adsieih shn Soklas
Roe] he-& BESH A 20u1e] FEAslE N Bavk AR 5
20213 11 AR Z=71eJAAP)(Second Additional Protocol)7} A A== Ho| 11
ejslolo} gk RollAs gelo] sleluglk selehs 1 fgle] Aom A %
Aepgale] Azt 7ilo vl njaks 2 ohick AR ek Al sleke
MR tmollolof gt

Bl e HeRe AolHEE SARE 9 27k 7t OXEEA 1 HaE e

feak 24 2oRITkD HE 2001d HrllAs Foolls TAEEAL) BE A

1) o]Af--o]AY, “HAE A9 -l BeF vHw AT, HILFAP] AT 2244 A4s, =4
WPAPHES], 2023, 379-380H.

2) A& A7 - A - o, “HA-—TA ] A qbp- el wE AR dHE”, HE Alesd
A9%, HEH3], 2016, 136'H.

3) A2 F7e)AA HE-8 JALo|E https://search.coe.int/cm/pages/result_details.aspx?objectid=09000
01680a48e4d(H% AAYU: 2023.7.31.) F=.

4) PehslAE Hore Ad) BN e AR Selda, old meh a7 2708l o) 4A )
F7hz AR 53 e Be A5 9 o5l FeMHE W A 2k
th= B3-S @9k o ™ [Vagia Polyzoidu, “Combating the Cybercrime: Thoughts Based on the
Second Additional Protocol (Draft) to the Budapest Convention on Cybercrime”, EU Internet
Law in the Digital Single Market (2021), 360'H], o]l w2} 2003\d A1 F7}Fe] G171 A=
t}. Al F71e] A A= “Concerning the Criminalization of Acts of a Racist and Xenophobic
Nature committed through Computer Systems”2H= 83 olA] & 4= o], QA loA TA3=
elZxP ) & oW F o -83H7] Y3 B4 o2 A A=) (https://cedeoe.org/uploads/2018/11/
CoE-030128-Additional/Protocol-1.pdf. (=7 d: 2023.07.06.)

5) Markko Kiinnapu, “Challenges Related to Fight Against Cybercrime. A Need to Strengthen
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L Basjrls ook, 7 A3} 2ut 201740] HojsAs #ek A2 iAol et
o]} ZrEgick)

olfolils HrimlAE Hok AR Z7lelgAe] Fa UIgS AmR T P AHES
AEghown Z71opAe] A ofig dpsiud stk A2 STlelAL ool gl
smo] TS Eusly] o) Bl FPlEke 7X1K) ofa ISPo] 2% Aug
%S 3 5 9l i AL FE W8S sl Utk AR FTekgAol FRlskA H
ofe] Q54 Bl wE W 74 kel @ Weladle] EAlS Wk galok
o). ujz2e] CLOUD Acti= A2 710l Ao} npd7ixs 4A7|to] 24 ISPoj A
BN 078 B 5 QA Whe Aol 2] ATl ARBRE HP7E Atk wbq 2
A= AR 271 0] 710 Sle) W ojel SuA AR AR ARt 5,
o] g ekt Bisle] CLOUD Acto] ARREE §7 ofshes .

i

I. M2 Folel=Mel F2 en U
1. M2 FII™A2| xHel

i as Fofol Ad AT ofgfE FHFAL] Ago] FZHHL Wyt opjet
AREA7KEE WP o MR, E ol ol gt Aleliyae] Qe W
oigick. Sabigto] 9l Adhe] Mol Gl HAEEAS Salel] Sl she =
719] W25 ook 3k Tt REEAL 39 AeRe WA ghom, Rl 2P

International Cooperation”, International Journal of Criminal Justice #|3¢ A2%, sh=&A}- T
A AL, 2021, 39,

6) Markko Kiinnapu, 2+e] =&, 40w.

7) ShAPg, “Alolnlls FAlzoke] o RoBIAE ok A2 S8 8 foll Alolululs zoke
Zaoz » AAE|l A1855, 2021, 2518 Hz.
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Zo] WHT] wet B WEW 41 BAL ofF EX AW B4 AU gt
3, GA B A ool el HEEAS s Sislo] BT
7} Mesioha o ke AIEAy) E2sI9a, 10} 3l Rojwas deprr) e

wgAow, o A UREEAE shesi ulkelo] Wasiths Zaelr) AxA 5
ATES) ofo] w2017 B A4 A TAEEAS 6% WA 4=t 4 ol

2 sl ge] AR Z7lelgA el Akl

Rris|ae goF 71late] Hok ofs) WS FESI A WAk AT Sisted
A== 9HHolg] Aks) Alo|w{HE] FoF 913](Cybercrime Convention Committee)
£ 20174 69 89 91915] 3ol 7)zo] Hrjrlae o] nulAES Hels))
Slk AR F71oPgA 22k ApS Aolsialnk 20219 59U AloluiE] o $lsie
ZololA 2EQkS gL ol fumolslel ki V1Tel = S8
(Committee of Ministers)o]] o] 3]¥xlo] 2021 119 Z7FgA7} el 201E|9]
o 20224 59 A AEapanady dul SEBLISA A2 FlelgAE B4
oz MiE|elon, 2023 69 7|&E & 3971=o] 71JskckY)

AR FePgAE 27)50E “EaE T 9 TR AT et Al g
oF A2 F7}9)AA4|(Second Additional Protocol to the Convention on Cybercrime
on Enhanced Cooperation and Disclosure of Electronic Evidence)’= ok AJA]5}
glon] ) 7k At B2 Exlo] B T 9SS Hus] o 4= QIrk10) Bl 9]
2|5t QIEJUIAH| A AlEAE AZE 7R} Xj,ﬂSubscriber Information) @} EZfj¥ o

ofe|(Traffic Data)& T FRAOR g 4 Gt A% Z 65 338 AN of
LI A1 3 ARSI IS WAL § S AR 5 S o

AT WETA  AOILHID Yol AR FAPHE S Bl BEYS 275
L Bl 1 8L WAk AR BEE R F1A 2PES Y5 B
A

Ak webd AR F7IPAE o] el Slo] Sy 0l A Zkislet o]

8) vhAlA, oko] =%, 252w,

9) ¥ <l3] YAFO|E https://www.coe.int/en/web/cybercrime/second-additional-protocol( % 734
d: 2023.8.26.) F=.

10) BFA1Ad, gke] +=2, 2549 =

11) 9hAd, kel =37, 2537
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AR F7IPAS TP SRl 2T Ge] g A A Z1AstE A
A6 W ATE. AR F7HHAE B ARE XA ohdska Tt Gl Ylwto]
0 B 8RS I IE PPPTI S UE YRE et Sf A
2 S stk olo] B g Az L A7zl FHHe] 9)

zﬂ Z= ‘9l o5 55 AE 9%(Request for Domain Name Registration
Information)”olghk= A= o}gfjl3) st = 7]THCompetent Authority)l4o], 3} A
7Z2= “7RJAF AR AlZ(Disclosure of Subscriber Information)”o]zk= A= o},
S 3= 71He] Bl=oll SIRIRE ISP 213 AR pAjoll Bagt 7oAk HRE Aledt
Zhe 84S o oAl Aol gstaL Ik Alozel @ ‘Aol HRdy e

12) Melissa L. Ken, “The Real Cost of 5G Technology: National Security Implications of 5G
Implementation and Impact on the U.S.-China Relationship”, 9 Nat'l Sec. L. J. 119 (2022),
15%: AP 1I consists of the following elements: more efficient mutual legal assistance;
increased direct cooperation; extended trans-border searches; and increased rule of law and
data protection safeguards.

13) Em¢] v|2)(Domain Name)o]gt 2lE

~

QY Aol Eo] F4E F|ofal] olele A& 54 Wl

IP 34 A ARg3H7] 49 odFow Fas Aotk &3] ARsl= ‘www.naver.com’® 22
oo Faw SHEL (A4, ool =¥, 2557)

14) U3 QI Aol 54 W3] FAL mE dake) BE F70) Y mE QNS B0z A
F7helg el e Ao S B, 590 B SAE Vool U AP, 94 e vlg Y
Y 73S oulgith. A2 7l A3z A2d AbZE: “Competent Authority” means a
judicial, administrative or other law-enforcement authority that is powered by domestic law to
order, authorize or undertake the execution of measures under this Protocol for the purpose

>,.u

of collection or production of evidence with respect to specific criminal investigations or
proceedings.

A2 F7kelAA A|7Z A|18F: Each Party shall adopt such legislative and other measures as
may be necessary to empower its competent authorities to issue an order to be submitted directly

15

~

to a service provider in the territory of another Party, in order to obtain the disclosure of
specified, stored subscriber information in that service provider’s possession or control, where
the subscriber information is needed for the issuing Party’s specific criminal investigations or
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ollArt 7kdaE JHE 84 4= =l oks =HIdl olst 2 71 AU &
o JHRIgES] FAS 77 wiEe] AlE HetE ARSI & o ok

A6z ARTHO 8 ATE A1 2E “Was I 2 7Iet 2212 sjof Fr(Shall
adopt such legislative and other measures as maybe necessary)”g}al {48kl Q)
o} mebd AR 37N ZRIFE AT A A AT e gRene A3
RS W ARPNE T 4 e B 7 U A= neiE ot ok ol
S0 A2 F710PA 71919l A E TR 718Ja B 4] ISPof 2 Arg) 8%
& 3} 2= 9) mm} ola} By 2t ISPO|% 2 39S 3t 4 oles S
A= ufsiol SR= Zolc. @le] R il Ut 71481E PR Aol A%
o] gaA g 9la) ofefal UNH 2X|RE Holsrta sjAEr.

U AR B3 73}

A4z= 7014 H H S (Protection of Personal Data)tli= A= ol 7R E S
S 7ABP] iRt 1570 23< skl Stk dlE 501 ARTS Aled FEIT
AlBE B ol AN ook Ttk sl Qloml, AW 2%, B A
23, 9/ AW, A7} Al = ulzPyE(Sensitive Data) H34] ¢lo] 22AEjo] &
olo}g v o] glolok Tlekin TSk Qlek ik AlIGH AIRR} s
Aol Al B} ofAof BTk el glon) o ot Al12g 8 All4ge
ojeet 2215 HOW °‘74‘/} MRS FsiA 53 =710 disll 84 =215 &
T Aw A S 4 Qs st ook

O

o 9% 2P HeE fu

Sl ie of A2zl B4 g5l thste] fg 4 918 WAk glrk
AR F7HelA A] Fehlas ol mRAR AR 2ge) A fu 29

proceedings.

16) A2 F7}o]A] A6z #1238k Each party shall adopt such legislative and other measures as
maybe necessary to permit an entity in its territory do disclose such information in response
to a request under paragraph 1, subject to reasonable conditions provided by domestic law.
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31 Qlck AR FOPRAe] W ke v A AN 230 H8E fuT 4
QIk ol Sof AT A9 Aadis 79lo] Wax] ATE 2GS w4 ek
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Qlckin TSI Qlck ofi= A7) gl otk U W ol Hale] St 2
AP\ F7PAe] Aol e A7t 7RISkES: sl I Tolet &
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r

7t AR FR)e) A U Bee] Hy ofE

AR 71 Ael Tt HAEEATL B 27t A7) Aulo] Yom Sk s
S obd sl el AEAISP)OA ARElE 24 248 4 olrk 18]
U olofl gl Qo 277} x=ne] Amase] digt Weke of 7jwat 1P 3}
=57 ofoRiThaL HITRITEI®) ol Sullao] Aol net Slel Wagt ZA2
S 5 glow, L ojof ISP s A AR 2] o) lo] el
7} ke 2712 ol ok Flwlo] AEE 4 At BA) B Aok

22 olo] sl @ o} Aol AREANE agTiaL sl ISP7} BE 0%
of e} ow FAslor sk A ofjeks .19 @ Microsoft WEWA o 4= QI

17) aA)d, ko] =&, 258-259.

18) Courtney Christensen, “Who Decides? Speech and Privacy Risks in the Draft Second Additional
Protocol to the Budapest Convention”, 52 Geo. J. Int'l L. 1031 (2021): 1036%: The proposed
protocol shifts too much power to foreign law enforcement agencies and the private sector to
make determinations about speech and privacy rights.

19) 63 AtolHz ok 9| Y3)o] w2 FRF7) aH o] Sk HE&2 oF 76%t}. Cybercrime
Convention Committee(T-CY), supra note 33, at 24. (2rA14d, ko] =5, 265 #j2l-&)

20) U.S. v. Microsoft, 138 S. Ct. 1186 (2018)
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o] ISP |t AmE e SR RS A& Aol AR A= ISP A
3t ojofo] 4] E7] & Aole} ATk Tet olo] el TRt 2L Apsketo]
7hssick.

o4 @z} Pelslo] 3ol ISPO] Aleja] Angslr} Adaom 71set 4= 9lex o
£ 71 2= 9lck A2 F1elgN ATx ASEo] whEr wlef ISP7) of 4x)7)e)
HREA 80 S| rom Sl el] 1 ol Aaiof shck = Wt A=
ARE) 4 ARslEEk 1 AR AL 7L EARIA] et sjEe 27 sjof
S Aolck ISPRAl 838 #Nat ARtk ALGAS APAsioF sl we A 2
Q] Aglo] 7 Sl Qirk 12t 53] s} 2R ISPO] 79 Hu gl 4o
w7 ghSsix] okt st WA Ee lE Aglo] HEsin AU BE 0%
o Sl B P40l Be Ak BAS mali, WA RIS Fo|T, AN
PAHQ] WA SISl ISPRA HRE/) 3L BE 253 §2lo] T 2 o]
t}23)

5, e ISP/} Aejdos grgs) 23] 93 4= olrkw sheeke 1 AP
FAE 2= Qlrf. Fl71ae] ohd Wk ISP7L A Ajelutc %ﬂl@ﬁ(case by case)
shekslo] Aua) ofing AAsis Aol Tl Aak ohEe 71 S girk wak
ISP7} case by case TS S| Ewl 3ol WS 27w ﬁ&‘%ﬁlt—ﬂ?c BEuisi,
A2 Z71oPgA <A 7 ISPol| Wwe] Wt 7|28 nleslAY e Ae aval
op7| wjEolck 7} ISP7} Eft ARERE Axdel a3e WS v Fuashs o
2 Qe | AwS ules A sjqlE] aels e, 42 ISPojAls Hro)
7l ulEle a7sH) ok lolth Weh Fllwkurt o BEsha wekHal

21) vhA1A, oFe] =8, 265, o] k=™ Microsoft 23} CLOUD Act/} =44 vi7 H}O]i_
2 BT} AL s elqu ol A7 dlolEloll tig ke AR wigeltar . £, 1S
MAFEE Bsly] i 5718t ddde Alee A FA8A Fethe Zelth

22) Courtney Christensen, 2F2] =%, 1037%: Smaller-and medium-sized internet service providers
will likely be more susceptible to this control, as they are unlikely to have access to the legal
or human resources that would allow them to fight these requests or endure the potential
punishment for non-compliance.

23) Courtney Christensen, 2] =3, 10379: Companies who are attempting to avoid conflict,
reduce legal uncertainty, and maintain a stable relationship with governments will have a large
incentive to comply with these requests.
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Fgeo AR olzold 71540l e okl & 4 9lck

TE)3 @9) sjAal wkE @3]8] Microsoft WA= ol ISP7} Aokt AkS7} Qlck
slejele A EJ“7Hoﬂ 3} | 9k 71sAdo] oKkl & 2= itk Microsoft7} AH-
7 23 ARSI ATAQ FES HYSolw Bk Avpdon waR Qs Aw
T} A= m{%'__o]u}. u}ebA] Microsoft THA-L- ISP AR3A 9% Ax= uf
ek ATRE ZIAgTRL B 4=tk 35 ISP7} ARl @3S ARsld 2l

© Microsoft T2 A2 ARE/HE 2AZ 4 Q= Zolck

. A% 7P84(Dual Criminality) 54

A 7PE/dolRE el A7) HEEN 87 S HEAEO] AT m7lolA=
W22 gEloloR Sk Azlolrh2 WAl Loy AEE Azlo] tix=57]
TRl A=A & 4= Qlk o] 2 Zﬂ%—’F [712ke] Apejzjo|ar Ag=|2] Ao w}
£ Pe 7lae sk gualel du Z1Ee Aske | slept gica

e} ORI S 2 SI50] B A 1 Al HEol Aas

QAZjol}. ISPRA A7)} Bolieks Ar7} A7)} 453t FOIME Wl sfeken]
R olg7h glck b A ZhaAle] glow ISPe] FHelAR B ofsio) 7]
7} % Gl WA 1% w5k AR FI0R0 2, ISP TS Apolel Ao B
W7F 71537 Aot oo upe} wiFEele} AREAIME|(Center for Democracy and
Technology, CDT)2) 5 A ZA7| 7= AR Z7}elgalol 4 7pado] walslo]
of FiefaL FI.

=
=
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24) Vagia Polyzoidu, 2+¢] =%, 363: The offence prosecuted in one State must also constiute
a crime in the State in which the data is being requested.

25) Vagia Polyzoidou, 2Fe] =%, 363%: It provides legal certainty for individuals and prevents
politically motivated or otherwise unjust prosecutions.

26) Courtney Christensen, 2+¢] =%, 1045%: The lack of dual criminality requirement removes
legal standards by which companies can base their decisions about whether or not to release
user's data, making their decisions all the more arbitrary.

27) A2 F7Fe]A Ao thek CDT vl AdvEA] JAFo|E: https://rm.coe.int/cdt-comments-2nd-add

itonal-protocol/168098c93e (WFx]=t 7441 2023.8.14.)
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o 7K AR A R V1) mEy
) 7o) By

AR F7IePAE ARske ke O A2 Szt e AR} obd 719l
A FE T A AERRE Ao R Rite A28 @ 71 FERte R wd
i1} AbEE R} A Sl 2 AES U 5 Stk APe 2R TN
H S 2asiintar =Rtk ey oz 7R R EdiY Hloly 52 7
o] stk Asloll 7Fedt Fgoltk ShARE tl=e] Jones TANNOIAE & 4= 3]

AT}
rok
o
_1 {
iy

=ol, B¢ ol 5 WEe] 78T 7 Bl v AR 288k ol
SR ke 4= Qir) R E|oJ AR A K Electronic Frontier Foundation, EFF)3D2 7}

Yt Arzae] P 40} Eeg glojelAle] IP 47} Fslolof shA A2 3
7R} SRS JLESER] Bekctkar v]|gksic)32) 8 o]g](European Parliament) T
3 ojufgt Hurt A2 ZlePAE AR I ARro] seeier] wasltia v
k)

28) utAlA, 9] =&, 2669

20) uhsle], el B WAk 2o G 2 B Geol B ApolwnF ok 27} bl
(CETS No.224)”, ¢ WAlSE, B2 ole Ao}, 2023, 9.

30) U.S. v. Jones, 565 U.S. 400 (2012). 74zto] nlep =] & oja} &0 A|Zx}o]] Frho g 92|57
G AR 227 PR Adze] SRRIPE Axe] # ARl thate], AiE AL sk
2ol s SARHA @ flo] E2=0] ApRkel GPS 32 RS HAGH A AN A4z
wat B9 e sfgeivtal dshlth £ R A MY TRle] u&ER o] JlofA]
Al tigk FElHel ZIdv EAlskA] gevke Bl S T1AskaL, Y A4zt
7R} ZetoHA] & o= Hw Heshal rka st s WAk 53] Alito tf*d
& BZFoH(Concurring Opinion)y& 53f “F713ke] ZHAIE Algto] REEH 02 ah= A, 314
e A, FFetke Ad 22 &) Al o =uA] g AR §3S B olHe
F3el Aue= 27 Azld deelA £ ofd s o HT g Al dial o] B Rt =i
A g JPaL ate] 73] AR S E RS T & Al tiE AMY BE HRE
& Aok Bz

31) A2 F71elA Aol thet EFF H)3k 3w gJALo]E: https://www.eff.org/document/eff-comments
-additions-budapest-protocol-cybercrime ("}A]= A4 2023.8.13.)

32) 245 31¢] AJHA, 4-8W.

33) Birgit Sippel & Nuno Melo, “2™ Working Document(B) on the Proposal for a Regulation on
European Production and Preservation Orders for Electronic Evidence in Criminal Matters”,
F3Hels] A7]H 1A, 2019, 59: There is no agreement among Parties to the Convention on
the demarcation between subscriber information and traffic data.
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Mde] mEAe A% AR 45 3R] BAS doxitk Ui s IP F40} 7))
A ARE FAAIE S, B Uobt AR oA 1t ARE ARet AR
o] SIS hE TIE F7lelAl el Weell W2 Sulo] SIEEI 3, sleiat AR
A ofgA ST A wel B 47| FAYE ekl Aol o] A
AR FAAPRAE 2P WAl DR TSP Sl8) st et Qe 7)ol
e mAl AR AT SN EUS /LT HERYO ojofdlr

74 ARE Ed dolHE Aigle] oludt £ ARE sHsltleke A
IP Fast BiAom E Telm 1P vt e A1) 91X, dE=gia
% 712 50| Aur} BAHE Bt ol WAHOR AR RS ARS] et =
E AFEL AY ARES YA T Bk ohet S b JrEE
RI1A] QABHE Flolck R 7L B3 ofefst B S| AW A3 B
ShA Ghe RSP ST 4 QA Hof TRESE QIR 47, 5 Halh
MPEE 4= glek ulgh wielolq Jones T S T AN AR BE NS
T 9 e SfelekE S HRs} ALA0E ZAEE AV AR A5
ok chE gl Aabh Witk BAISISIERS wteb AR Z7telg el FE BS

3} o] S ols) AN FaetoR Hske St gk

i
&

34) Birgit Sippel & Nuno Melo, 2F¢] K.31A], 5-6': In some Member States, subscriber data can
be gathered by police or prosecutors, whilst in others, the data gathering has to be based on
a court order. Moreover, some Member States treat IP addresses as subscriber data.

35) Veridiana Alimonti, “Assessing New Protocol to the Cybercrime Convention in Latin America”,
EFF ©8) H 314, 2022, 10-114.

36) Veridiana Alimonti, 9F¢] ¥ 3141, 12%: Police can request your name, the subscriber data linking
your identity to your online activity, and that can be used to create a nicely detailed police
profile of your daily habits, and may also provide relevant hints regarding the content of your
communications.

37) U.S. v. Jones, 565 U.S. 400 (2012): Prolonged surveillance reveals types of information not
revealed by short-term surveillance, such as what a person does repeatedly, what he does not
do, and what he does ensemble. These types of information can each reveal more about a person
than does any individual trip viewed in isolation. [...] A person who knows all of another's
travels can deduce whether he is a weekly church goer, a heavy drinker, a regular at the gym,
an unfaithful husband, an outpatient receiving medical treatment, an associate of particular

individuals or political groups — and not just one such fact about a person, but all such facts.
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38) Courtney Christensen, 2F2] =%, 1050™: Governments are not required to provide a summary
of the facts regarding the crime for which they are gathering evidence.

39) whAd, ] =i, 2617,

40) Mickellea M. Tennis, “A United Nations Convention on Cybercrime”, 48 Cap. U. L. Rev. 189
(2020), 201'4: This language leaves open many options for parties to decide what is "necessary,"
creating the potential for conflicting laws and uneven application of the Convention in practice.

41) Allison Peters & Amy Jordan, “Countering the Cyber Enforcement Gap: Strengthening Global
Capacity on Cybercrime”, 10 J. Nat'l Security L. & Pol'y 487 (2020), 13 #Z: Even when
countries have acceded to the Budapest Convention, some have criticized the treaty because
of the vagueness of its provisions that have allowed governments to skirt their obligations.
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42) Christine Galvagna, “The Necessity of Human Rights Legal Protections in Mutual Legal
Assistance Treaty Reform”, 9 Notre Dame J. Int’l & Comp. L. 57 (2019), 62H: Government
interference with privacy or data protection rights must, first, be necessary to achieve a
legitimate aim. Second, the interference must be proportionate to that aim, in that it
appropriately balances the state's interest in obtaining data with the seriousness of the
interference with the subject's privacy and data protection rights.

43) w89, “YARES A9Saze] ESk A3} Bk T2l FA9 v 9457, B WASY, B
Zolgl=ao}, 2021, 3.
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45) Courtney Christensen, 2F9] =3, 1035%: The protocol requires that party states to create
implementing legislation to ensure that ISPs "give effect" to the request for evidence by
shielding them from liability for complying with evidentiary requests under the protocol.
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46) Veridiana Alimonti, 29| 2314, 11'H: Paragraph 9(a) of Article 7 allows Parties to reserve
the right not to apply Article 7 in its entirety, but only at the time of signature or when
depositing its instrument of ratification, acceptance, or approval. A Party that reserves Article
7 is not permitted to issue direct cooperation orders under Article 7, paragraph 1, to service
providers in other Parties’ territories.

47) gEdoz A, ool =&, 266M.

48) Melissa L. Ken, 2Fe] =%, 24%: One of the main attacks against the Convention is that it
was drafted by Western nations and thus does not reflect the interests of non-Western nations.
The keys to these reforms lie in a new proposal amending membership procedures and heeding
current calls to revise the proposed additional Protocol.

49) Melissa L. Ken, t9] =¥, 24™: China and Russia regularly argue that the Convention should
be replaced by a truly global agreement.
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50) Melissa L. Ken, 2+2] =%, 29%: The delay will allow new member-nations (such as China
and Russia) to provide meaningful input to Additional Protocol II which will allow the protocol
to reflect global concerns and priorities.

51) g)EHoF Melissa L. Ken, &Fo] =%, 27-299.

52) https://digitallibrary.un.org/record/3847855?n=en(Z% 744 2023.8.26.)
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72) B 2~E HeF Al42%: By a written notification addressed to the Secretary General of the
Council of Europe, any State may, at the time of signature or when depositing its instrument
of ratification, acceptance, approval or accession, declare that it avails itself of the reservation(s)
provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4, Article
10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2,
Atticle 29, paragraph 4, and Article 41, paragraph 1. No other reservation may be made.



SOAE FOF M2 F7IoEM 7IUS fIet =L P TH|WRF 7« 247

2l AR F7PHE 7RISk S el g 4ae] BRst ey dlole 9 Al
AR 1 A AR, WA el FAEAIS dEslok siml, oz AR Ftelge] £
HoE AR FEI} nprbR Ge] g0 St TR ge] P
SRS BEOT TFASH SR AR ZARES S 41 glon, o Yobt 69
QR ] Sl W A2 A AL MY BAIR ololsy] upolek. gk Ee
dlole B BA Bl A= ALg WA He) FHE Friwis Hept AR St
OpgA F meEf REo] QomE opS xakEAl T 4 Gl U HHA e
2 wAIsok Sl
B2 olefit 9212 Solr| Sls) Friwlis Heht AR g FAl) Z1leh
ok g 4 qlo Aeat AR F71olgAe] BAES Telshd Friuas
ofoll WA 7RISIL AR F7HAA Z11E B B AR I TRIshe Welo] e
Sfek. gk AR F7HIAAL ZH1S O SH WIRKE glovk Alolale] st i
slok 5171 $1et S7k 71 S @it ok Jebt Zastn Fusks ICT 870 e
Siok Shel 42 AT U= AR F10FAo ZAISoE ek e A2
F71ePgAY BA W RoslaE gope] Zatol] dhgt avlo] Aalsolof dick

16

V. =i ©E FHlet #EE CLOUD Acte] F2 UH Aldd

CLOUD Act’:= 71& AAFEAI(Stored Communications Act, SCA)79)9] Jk
23 7R HMEeltk =2 nlwo] FrAE Hof 79l olf= CLOUD Acts
AAsE 2 ofck 28ut CLOUD Acte} A2 S7/1e)AA] Tz 2=al7|o] 27 ISP
o] ARIA QXL 3F 2= 9| Frk= TEHo] ¢l EsE CLOUD Acte} AR 27}
OYAE LAV oA =28fof Stk A0 Qe Wha, A Hlal =9= &8

73) AW, “frol Allulaa vhg Falzokel =e) $Yt A, AN FP 47 A A2,
o =AM ES, 2021, 199,

74) 18 U.S. Code § 2523

75) 18 U.S. Code § 2701-2712

76) Christine Galvagna, 2] =¥, 65%: Recently proposed or enacted legal instruments designed
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3k o7} ik web ofelldis CLOUD Act7h 21453t of0] Qs 4oal 814
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CLOUD Act= 99| o= 4=2(Trans-border Access) HA|A o2 FA5HA] ot
otk ©5]2 SCAS Ea) 92 -44o] 24& 4o, CLOUD ActE

S0 o] Qe S PAHOE Sk Mok G

T}79) Microsoft o] <o) Qi ule FAslglonz whde] 27 wWESl

=]
CLOUD Act (S oj9] o Soalof] it Aoleka sl 4= gl Zolrk

2. 82 HME

CLOUD Acto]l wet S7b7jgio] 848 4= gl Aui “S5ol A, Fb Eb
B} 54 AJEAE APEE 4 Qlofof kT R} SIS ISPo] “2At
™

WS A1RfeE 4 Qi AR B, APHA 9 gl AR el

to streamline cross-border data access include the U.S. CLOUD Act, the EU's e-Evidence
proposal, the Council of Europe's potential Second Additional Protocol to the Budapest
Convention, and a proposal for an International Data Access Warrant by the U.N. Special
Rapporteur on the right to privacy.

77) U.S. v. Microsoft, 138 S. Ct. 1186 (2018)

78) Yanqing Hong, “Game of Laws: Cross-Border Data Access for Law Enforcement Purposes”,
Yale Law School Paul Tsai China Center T8} X314, 2021, 6'A: The SCA is the primary
legal ground for U.S. law enforcement agencies to forcefully access individuals’ or enterprises’
private electronic communications. It is mainly applied in the United States and does not give
clear instructions on overseas data. The dispute between the parties in Microsoft Corp. v. United
States involved jurisdiction over data stored abroad.

79) Christine Galvagna, 2] =%, 70%: The subject of a data request must be described by “a
specific person, account, address, or personal device, or any other specific identifier.”

80) Christine Galvagna, <Fe] =i, 70%: Additionally, a request must include “a reasonable
justification based on articulable and credible facts, particularity, legality, and the severity
regarding the conduct under investigation.”
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12t} CLOUD Act= ARF7He] HeE gy & “Zoj] WX (Serious Crime)’=2
ARSI, Fo) WAl Tl Bt o] ZFo) glol Puslsk s 4= ik
L EA7F QoksD 8|2 HEy =4 4 JePH(34 U.S. Code: Crime Control and Law
Enforcement) A|11103z7} 2 WIS AoJslal 9)o1}82) o]= CLOUD Act7} 4+
A g IS US. Code)o] 4% Ao) 2ajo] ooz s 298 272
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81) Christine Galvagna, 9] =%, 70: The CLOUD Act limits the purposes for which orders
can be sent by foreign governments to “serious crime[s], including terrorism. Yet the term
“serious crime” is undefined, and absent further clarification may be interpreted too liberally.

82) 34 U.S. Code § 11103(14): The term “serious crime” means criminal homicide, forcible rape
or other sex offenses punishable as a felony, mayhem, kidnapping, aggravated assault, drug
trafficking, robbery, larceny or theft punishable as a felony, motor vehicle theft, burglary or
breaking and entering, extortion accompanied by threats of violence, and arson punishable as
a felony

83) 18 U.S. Code § 2702(b): A provider described in subsection (a) may divulge the contents of
a communication—

(9) to a foreign government pursuant to an order from a foreign government that is subject
to an executive agreement that the Attorney General has determined and certified to Congress
satisfies section 2523.

84) 18 U.S. Code § 2703(e): No cause of action shall lie in any court against any provider of

=

wire or electronic communication service, its officers, employees, agents, or other specified
persons for providing information, facilities, or assistance in accordance with the terms of a
court order, warrant, subpoena, statutory authorization, or certification under this chapter.
85) Alexander v. Verizon Wireless Services, LLC, No. 16-31227 (5th Cir. 2017): Thus, § 2703(e)
provides immunity to a service provider when it makes a disclosure in accordance with a
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CLOUD Acti= (D 9] 944 A, @ A2 A 6 el 219 Zuiela] AP
ooPgA ] A Seiufelol WAl 4 gl SO ol AXJE: Wk 2lck
1 CLOUD Acti= Microsoft #4-8 B8l 9] §br- S 7 H o2 At &
At ol Al =7 5488 A MES $UAH7] wliell s d el
Sk, Wb GLOUD A 212 Sl m oje) Y45 RS olf)

Fed <F & Aotk feluehs AN Z7telH, AR HAgTelE wE
71 %"]ffﬂ/ﬂﬂ}l% e WA Hapt Fasty] wiioltt
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provision of the SCA.

86) Tim Cochrane, “Hiding in the Eye of the Storm Cloud: How CLOUD Act Agreements Expand
U.S. Extraterritoral Investigatory Powers”, 32 Duke J. Comp. & Int’l L. 153 (2021), 171:
A mere “good faith reliance” on 18 U.S.C. § 2702(b)(9) provides “a complete defense to any
civil or criminal action brought under this chapter or any other law.”

87) Tim Cochrane, 92| =%, 171: These provisions are expressly designed to protect providers.

88) Tim Cochrane, 2Fo] =%, 171-1754.
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A Study on the Domestic Legislation for Joining the
Second Additional Protocol to the Budapest Convention

Jiwoo Lee* - Kyung-Lyul Lee**

Trans-border access of digital evidence refers to a search and seizure in which
investigative agencies obtain warrants for evidence on overseas servers and access
the IP to collect related evidence. Korea submitted a letter of intent to join the
Budapest Convention on October 11, 2022. However, since the second additional
protocol has already been enacted in November 2021, joining the second additional
protocol should be discussed separately as well.

In order to secure and expand the efficiency of trans-border access, the second
additional protocol was mainly about requesting information directly from ISP
without going through other governments or without following some of the existing
criminal justice cooperation procedures. Although there were some provisions to
strengthen personal information protection, only the expansion of trans-border access
was emphasized in the end.

If Korea joins the second additional protocol, revision of domestic legisltion is
inevitable. In relations to trans-border access in particular, it is necessary to consider
stipulating trans-border access, providing traffic and communication data, and
regulating legal responsibility. Among them, the provision of traffic and
communication data and legal responsibility regulations contradict the Budapest
Convention. Thus, legislative and policy measures should be sought to achieve both
in harmony.

Considering that mutual cooperation between countries is important to cope with

cybercrime that changes rapidly in ICT environment, joining the second additional

* Ph.D. Student, Department of Law, Graduate School of Sungkyunkwan University
** Professor, Law School of Sungkyunkwan University, Ph.D. in Law
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protocol is inevitable. However, concerns about the problems of the second
additional protocol in relations to the Budapest Convention must precede. The
CLOUD Act has implications for our study in that it also allows investigative
agencies to directly request ISP to disclose information like the second additional
protocol does. Therefore, implications of U.S. case to Korea will play an important

role in solving problems related to trans-border access.

+ Key words: Trans-border Access, Budapest Convention, Second Additional

Protocol, Protection of Personal Information, CLOUD Act
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